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Abstract The fabricated report attack will not only cause false alarms that waste real-world response efforts
such as sending response teams to the event location, but also drains the finite amount of energy in a wireless
sensor network. In this paper, we propose a probabilistic filtering method for sensor network security (PFSS) to
deal with filtering for the fabricated report. On the basis of filtering scheme, PFSS combines cluster-based
organization and probabilistic verification node assignment using distance of from cluster head to base station
for energy efficiency and hot spot problem. Through both analysis and simulation, we demonstrate that PFSS
could achieve efficient protection against fabricated report attack while maintaining a sufficiently high filtering
power.

Key Words : Wireless sensor network, Fabricated report, Probabilistic verification node assignment, Filtering
scheme, Cluster-based organization, Hot spot problem
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