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Abstract Many researches have been performed to resist buffer overflow attacks. However, the attack still
poses one of the most important issue in system security field. It is because programmers are using library
functions containing security hole and once buffer overflow vulnerability has been found, the security patches
are distributed after the attacks are widely spreaded. In this paper, we propose a new cache level return address
stack architecture for resisting buffer overflow attack. We implemented our hardware onto SimpleScalar simulator
and verified its functionality. Our circuit can overcome the various disadvantages of previous works with small
overhead.
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