Journal of the Korea Academia-Industrial http://dx.doi.org/10.5762/KAIS.2012.13.10.4814
cooperation Society

Vol. 13, No. 10 pp. 4814-4821, 2012

Aol de] 4= DA AE AA
0|7]4!, HAME", MEAP
'Seifstn AREAYSR, “SAfstn HFE S

A Design of Advanced Channel Creation in e-Passport

Gi-Sung Lee!, Sang-Yeob Jeon” and Moon-Seog Jun®
'Department of Computer & Game, Howon University

“Department of Computer Science, SoongSil University

2 o Axelue 2o clUgHe] udHA A S ICHE Fvbsle] vlolo. AuE WA Aow W%
ol719] Hek g o=y Busl] 9J3) BAC, PA, AA, EAC HAUZS AMgsta ¢lrh et BAC wlAUze|
AEEIE 9E 71 MRZ GH59) ZROR YhEe] 7] uhFe] MRZ £FTAS dlobd F A 34 ZzIUg
Agte] o l5o] THs o] Gtk  =Ee Axjeld A WEALHII) QhAT A WA Al A ol
u) Aueh A& ARE olgsle] Hdelne] 91 WEE ST BhlAUR e Bate] wRAe] FakE wAY

& Adskch

Abstract An e-passport is equipped with bio information by adding the non-attachable IC chip with a smart
function. In order to solve such a problem, the user's privacy is protected by using the BAC, PA, AA and
EAC mechanisms. However, the password key used in the BAC mechanism is made of the combination of the
MRZ values. As a result, it is possible to decode the password by using the indiscriminate attacking program
after finding out the combined rules of MRZ.

This thesis suggests the mechanism with an improved level of efficiency through the time-stamp values by
using the information of images and fingerprints and checking the forge or falsification of the e-passport when
establishing a safe channel between the chip of the e-passport and the decoding system.
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[Fig. 1] The configuration of the e-passport
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