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Abstract The important issue that applies security key are secure rekeying, processing time and cost reduction.
Because of sensor node's limited energy, energy consumption for rekeying affects lifetime of network. Thus it is
necessary a secure and efficient security key management method. In this paper, I propose an energy efficient
group-based cluster key management (EEGCK) in the large scale sensor networks. EEGCK uses five security
key for efficient key management and different polynomial degree using security fitness function of sector,
cluster and group is applied for rekeying and security processing. Through both analysis and simulation, I also
show that proposed EEGCK is better than previous security management method at point of network energy
efficiency.

Key Words : large scale sensor networks, cluster key management, security fitness function, polynomial degree,
five security key, lifetime of network, network energy efficiency
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