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Abstract In this paper, it is about random number generator, which is based on hardware is utilized in
medical science and game area. The Intel presents guideline of security level about hardware based true random
number generator. At hardware based random number generator, the various test items, that are included in test
suits as NIST statistical test, FIPS140-1, is applied. In this paper, it experiments about degree extent of
randomness variation from filter scheme effects, which is applied in output stream of hardware noise source.
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int x,y,p,q,div;

11 7RIt T

int sum, Gaussian[3][3]={{1,2,1},{2,4,2},{1,2,1}};

int filter1[7][7] = {{0,0,-1,-1,-1,0,0}, {0,-2,-3,-3,-3,-2,0},
{-1,-3,5,5,5,-3,-1},

{-1,-3,5,16,5,-3,-1}, {-1,-3,5,5,5,-3,-1}, {0,-2,-3,-3,-3,-2,0},
{0,0,-1,-1,-1,0,0} };

div = 0;

for(q=0; q<=2; q++){

for(p=0; p<=2; p+H){

div = div + Gaussian[q][p];
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[Table 1] Comparison of HPF method and Randomness

Result
=] 4o | HPF [ HPF | HPF [ HPF | HPF
AZAE Slea | 62 | @b | 62b | 62h
frequency | 4208 | 1442 | 478 957 660 6608
serial 4285 | 2046 | 742 | 1267 | 906 | 5638
3-serial | 6333 | 3223 | 1142 | 1909 | 1601 | 8684
4-serial 16178 | 53111 | 1834 | 3316 | 2468 | 24211
S-serial | 25456 | 7214 | 2702 | 4262 | 3467 | 61404
poker-3 4943 | 2243 | 786 1368 | 1024 | 6610
poker-4 | 31495 | 6841 | 2048 | 4583 | 3164 | 36063
poker-5 | 11293 | 3872 | 1386 | 2336 | 1806 | 19096

[ 2] Eehrlet e AT A 23 v
[Table2] Comparison of Laplacian filter method and
Randomness Result

A

al |wmea | o | st | oA

frequency 4208 1255 35 8897

o o . } serial 4285 1964 68 13063

o 3-serial 6333 3144 87 20662

4-serial 16178 5067 133 32062

5-serial 25456 | 7317 184 45046

[O8 5] 22} 7F-AIQE BhEakA T poker-3 4943 2125 65 14198
[Flg 51 o Gaussian Laplace function poker-4 31495 5646 166 3688
poker-5 11293 3761 101 23953
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