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Abstract In this paper, it is key issue about analysis of characteristics processing of digital random output
stream of hardware random number generator, which is applied in medical area. The output stream of random
number generator based on hardware binary random number is effected from factors such as delay, jitter,
temperature, and so on. In this paper, it presents about major factor, which effects hardware output random
number stream, and the randomness of output stream data, which are combined output stream and postprocessing
data such as encryption algorithm, encoding algorithm, is analyzed. the analyzed results are evaluated by major
test items of randomness.
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[Table 4] randomness evaluation according to combing
noise datal and algorithm

random test| U A5 ML | =+ | As+ ML(+l 9
14| F5 | & Ao
frequency | 118346 | 201 7 935 110 2
serial 243744 | 369 | 333 1957 204 468
3-serial | 485011 | 459 | 1033 | 2419 609 1272
4-serial | 936777 | 521 | 2362 | 3026 976 2734
S-serial |1807076| 12167 | 72482 | 74069 | 8164 72358
poker-3 | 282321 | 345 | 495 1770 307 667
poker-4 | 495863 | 3187 | 3796 | 18044 | 4215 3664
poker-5 | 718328 | 2766 | 15248 | 16489 | 2029 15300

(& 5] F=0 dazls 2Ry b 4%
[Table 5] Randomness evaluation according to combing
noise data2 and algorithm

d ‘ HE+ | A5+ |ML(15,4)| Y=+ A5+ |ML(154)
random et oo | apon | +aken | L3 | He3 | +ue3
frequency | 494 62 5 900 117 10

serial 763 87 459 901 118 445
3-serial 2252 | 336 1356 1968 244 1293

@[ L,1] 221 33| 44| 55 (10,10 15,15/20,20|30,30| 50,50 | 85,85
170 | 12/19] 9/21 | 13/20] 10/33| 10/33| 10/21| 10/20| 15/63| 13/42| 16/113 | 19/106
5 | 043 051|046 0.45] 0.45| 0.44 | 0.43| 0.43 | 0.61| 0.67 | 0.89

A2 | 3 3 1 1 1] 4] 3 1 4
IE | 013 0.14| 0.03| 0.03 0.04 [ 0.08{ 0.09| 0,02 | 0.06

AE370 | 2 515 3] 2| 2 1 1
IE | 014 021 021] 0.2 0.13] 0.06| 0.05 0.03

A4 4 1 1 2 1
&5 0.4 0.05] 0.05 0.08 | 0.07

AL570 1 1 1
&5 0.13| 0.07| 0.07

A%670 1 1 1 1 2 1 1 1
&5 0.08| 0.08| 0.14| 0.14 | 0.12| 0.1 | 0.05 | 0.05

A&7 1 1
&5 0.06 | 0.06

AL87N 1 2
&5 0.08 0.13 | 0.14

A2:97)) 1 2 1 2
&5 0.09| 029 0.07 | 0.15

Odjlo 1 6 6
4= 0.1 05 | 05

AA 1
e 44 | 41| 43| 73| 73| 47| 46 | 103 | 63 | 127 | 122

1151

4-serial 3434 | 510 2776 2212 285 2709
S-serial | 29665 | 4751 | 71653 | 40176 | 6304 71616
poker-3 1171 | 163 71653 1260 160 643

14977 | 2515 3674 14303 | 2280 3630
14968 9245 | 1415 15374

poker-4
poker-5 7321 | 1137
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