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Abstract 6LoWPAN is a standard to enable IPv6 packets to be carried on top of low power wireless
networks. It needs to achieve security in 6LoWPAN, which is being defined at the 6LoWPAN working group
of the IETF. IPSec is already part of IPv6, which makes it a candidate to be directly employed or adapted for
WSNs. Some results showed that the adoption of IPSec is viable, and also point towards the successful design
and deployment of security architecture for WSNs. IPSec requires two communicating entities to share a secret
key that is typically established dynamically with the IKE. However, there are some limitations to use IKE on
wireless networks. In this article, we show requirements for being Efficient Key management Mechanism for
IPSec on 6LoWPAN and analyze candidate protocols.

2 2k 6LoWPAN (IPv6 over Low Power Personal Area Network)S IPv6 T#l-& #AE A HEY IS AlA 4
EYEE BU A5E /Fsapl sk mEolth o|F AL GLoWPANGIAS] Hel BAE ajZslort Hast 9
T IPSec® IVGoH] HOHS Wl TREZEA, U ol AT GLoWPANA IPSec Aol Rt 7K
& 22 itk IPSecoll Al F A4l FAl= Yutzle® 7] Be] ZREEQ IKES 55t 2oz He g
of HU7IE FHSHA Heul, IKEE IR 6LoWPANO| A&shrlole W2 Alofo] ok & =wolAs
6LOWPANOI A IPScc I3+ 7] el oA UZe] 87 AR AASHL S8 LRSS HAs] A4S A
gtk

Key Words : Key Management, 6LoOWPAN, IPSec, WSNs

1. Introduction

6LoWPAN (IPv6 over Low Power Personal Area
Network) is a standard to enable IPv6 packets to be
carried on top of low power wireless networks.[1, 2] The
adoption of IPv6 on WSNs is currently being defined in
the working group of the internet area of IETF. This

group works on adapting IPV6 to low power WPANs
employing IEEE 802.15.4.[3]
statement and goals for 6LoWPAN, while the adaptation

Assumptions, problem

layer for the transmission of IPv6 packets over IEEE
802.15.4 is described in [4].

mechanisms in the context of 6LoWPAN is not mostly

The usage of security

defined. Therefore, the feasibility of employing IPSec (a
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mandatory part of IPv6) with IPv6 on WSNs is currently
an open issue.

Acceptance of IPSec into WSNs brings the advantage
of introducing security at the network layer, thus bringing
authentication and encryption transparently to higher
layers protocols and solving many of the security issues
previously discussed.[2 ,5]

In this paper we discuss 6LoWPAN as a standardized
IP-USN with respect to its security requirements for being
Efficient Key management Mechanism for IPSec on

6LoWPAN and analyze candidate protocols.

2. IPSec over 6LoWPAN

The application in 6LoWPAN needs inter-communication
with the Internet. The proper security for 6LoWPAN is
necessary. IPSec is already part of IPv6 that makes it a
candidate to be adapted for WSNs. Figure 1 shows

scenarios of IPSec over WSNs.
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[Fig. 1] Scenarios of IPSec over WSNs

Security at the network layer can be achieved directly
between a node on the Internet and a node on the WSNs,
employing IPSec in transport mode and tunnel mode.
Security on the WSNs may be accomplished using IPSec
in tunnel mode to connect to a sensor node or simply by
IEEE

security

using the security mechanisms available on
802.15.4. It is
mechanisms can be employed above the network layer on

WSNs using IPv6. Therefore, IPSec would bring the

currently undefined what

advantage of introducing security mechanisms that
transport and application layers can select from. The
security gateway can handle IPSec or other IP traffic from
the Internet side and enforce the usage of 1PSec on the

WSNs. IPSec also presents benefit of being easy to
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integrate with new automatic key management mechanisms
designed for WSNs.[1, 2]

The MAC of IEEE 802.15.4 [3] provides link layer
security services that are controlled by the MAC PIB
(PAN Information Base). A critical function of IEEE
802.15.4 MAC is frame security, which is actually a set
of optional services that may be provided by the MAC to
the upper layers (applications). If an application does not
set any security parameters, then security is not enabled
by default. Figure 2 illustrates the available transmission
payload for IPSec at the network layer. The packet format
and size at the MAC level is defined by IEEE 802.15.4.
The ability of efficiently applying cryptographic algorithms
to a payload can be considered a basic requirement for
the successful implementation of IPSec on real sensor
hardware.[2]

T

IPSEC AH/ESP PROTECTED DATA \ NE RK

LAYER

LINK
P — R | LAYER
(Comamibyes "t amesibies |

| 802.15.4 overhead |

| IEEE
| | 802154
b 102 bytes £ MAS

127 bytes

[Fig. 2] IPSec in the Context of 6LoWPAN

There are some limitations of 6LoWPAN, as follows:
Small packet size; Low bandwidth; Low power (small
battery-powered devices). This constraints existing in
6LoWPAN environments, IPSec might not be suitable as
is to use in such environments. The possibility of
applying IPSec to WSNs brings the advantage of
introducing security at the network layer, thus bringing
authentication and encryption transparently to higher
layers protocols and solving many of the security issues.
If the devices in the 6LoWPAN need to securely
communicate with the devices at the Internet, a secure
layer is required upon the 6LoWPAN layer. IPSec could
be the layer. But IPSec is not always required because
there is other security layer like TLS which is most useful
currently. But overhead of TLS is much bigger than
IPSec.[6]

IPSec basically is based on symmetric cryptography.
This sentence is only correct for some key management

protocols to establish the keys, like IKE. It is not needed
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to support all of IPSec algorithm on 6LoWPAN.
Algorithm to be implemented for interoperability can be
reduced according to RFC4305. And RFC4309 defines
how to use AES-CCM with IPSec so that a stack size
might be reduced because IEEE 802.15.4 does include
AEC-CCM. Actually, ESP of IPSec with AES-CCM
requires additional 32 bytes. It is considerable. However,
the security overhead of the packet size depends on the
6LoWPAN application. It might be drastically decreased.
Multiple security association (SAs) between a 6LoWPAN
node and different end points make packet sizes increase.
However, such usage is not suitable for a 6LoWPAN
node. Such usage is not realistic even for full function
devices like PC.

The computational and energetic demands introduced
by cryptography, although significant, do not compromise
the applicability of security solutions such as IPSec on
sensor nodes. The future implementation of IPSec with
IPv6 on WSNs to be viable, particularly as new sensor
nodes become available with more storage space and

computational capabilities.

3. Requirements for Key Management
on 6LoWPAN

Packets for key exchange of IPSec-6LoWPAN are
obviously necessary to establish keys even if any method
except manual keying are applied. In general, for key
management, the most critical requirements are robustness
Although

integrity are important, the ability to distribute secret,

and self-organization. confidentiality and
shared keys satisfies both requirements, and all key

management schemes are able to accomplish this.
Likewise, data freshness is typically attained by including
a nonce (a cryptographic time stamp) in each packet to
verify that the data is new. As limitations of 6LoWPAN,
the following is needed additionally:

low power consumption:

low bandwidth consumption:

Less number of messages:

We consider IKEv2 and KINK as candidate key

managements for IPSec-6LoWPAN.
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3.1 IKE

IKE (Internet Key Exchange) [7] is a Key Exchange
protocol to establish Session Key used for transmitting
data securely in IPSec. They are obviously necessary to
establish keys even if any method except manual keying
are applied. However, IKE requires much power to
process asymmetric cryptography (RSA, DSA) comparing
to low computational power devices such as sensor.
Indeed, a certain algorithm like ECC or XTR [9] can save
power.

IKEv2 [8] being new version of IKE have several
advantages over IKEvl. The followings are the main
improvements of IKEv2 from IKEvl. Key exchange
process of IKEv2 is simplified with 4 to 6 message
exchanges; IKEv] needs 6 to 9 of message exchanges.
IKEv2 includes the functions such as NAT Traversal,
DPD, X Auth in draft. IKEv2 includes the mechanism
that protects against DoS attack in IKE negotiation.

IKEv2 have lighter bandwidth and less messages than
IKEv1. Therefore it can be a powerful candidate other
than existing protocols. However, to be a key
management protocol of 6LoWPAN, IKEv2 sould be used

with ECC or XTR for saving sensor's power.

3.2 KINK

Kerberized Internet Negotiation of Keys (KINK) is a
protocol definition used to set up an IPsec security
association (SA), similar to Internet Key Exchange (IKE),
utilizing the Kerberos protocol to allow trusted third
parties to handle authentication of peers and management
of security policies in a centralized fashion.

Its motivation is an alternative to IKE, in which peers
must each use X.509 certificates for authentication, use
Diffie-Hellman key exchange (DH) for encryption, know
and implement a security policy for every peer with
which it will connect,[2] with authentication of the X.509
certificates either pre-arranged. Utilizing Kerberos, KINK
peers must only mutually authenticate with the appropriate
Authentication Server (AS), with a Key Distribution
Center (KDC) in turn controlling distribution of keying
material for encryption and therefore controlling the IPSec
security policy. Therefore, KINK is computationally
inexpensive protocol to establish and maintain security

associations using the Kerberos authentication system.
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The power consumption impact in KINK is mitigated.
However, total message size of KINK is typically
bigger than IKE's, as KINK reuses the Quick Mode
payloads of the Internet Key Exchange (IKE), which
should lead to of existing IKE

implementations.

substantial reuse

4. Conclusions

We showed requirements for being Efficient Key
management Mechanism for [PSec on 6LoWPAN and
analyze IKEv2 and KINK as candidate protocols. IPSec is
the successful design and deployment of security
architecture for WSNs. IPSec requires two communicating
entities to share a secret key that is typically established
dynamically with the IKEv2. that requires much power to
process asymmetric cryptography. KINK is symmetric
cryptography based KMPs using Kerberos mechanisms,
and is computationally inexpensive protocol, but have
more message size than IKEv2. Therefore, IKEv2 is more
proper key management protocol than KINK. To be a
key management protocol of IPSec-6LoWPAN, IKEv2
should be considered usage with ECC or XTR for saving
sensor's power.

In the future work, we plan to research light-weight

key management protocol for IPSec-6LoWPAN.
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