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Abstract  Recently, online-game industry has been rapidly expanding in these days. But, the various game
service victimized cases are generated by the bots program. Particularly, the abnormal collection of the game
money and item loses the inherent fun of a game. It reaches ultimately the definite bad effect to the game life
cycle. In this paper, we propose a Bots detection method by observing the playing patterns of game characters
with game log data. It analyzed behaviors of human players as well as bots and identified features to build the
model to differentiate bots from human players. In an experiment, by using the served online-game, the model
of a user and bots were generated was distinguished. And the reasonable result was confirmed.
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[Table 3] The results of experiments

ey =
R AL
54 0.46 61 73.5
LA 012 | 071 85.7
7] | otolElare A 105 | 1.84 69.8
ofolElALE Al | 007 | 024 80.7
ofo|elzl= 253 | 431 65.0
o] =77 033 | 047 82.0
o o] = g A7} 009 | 467 96.3
ol AR 0.54 0.50 54.1
ol E 3| M Zte 027 | 044 96.3
F AT 0.67 | 096 66.2
TR 023 | 018 55.4
A= TALE 0.41 0.50 53.0
A= 010 | 0.19 51.8
S ekl 125 | 186 69.8

7], AF, a7aL olFo
Al o] AA 14714] 448 AHolatgint. 2RE 54
= 2 HA 2l S 3 S8 84 ARgE:
Ao A okA] A3t &AL Fdlo & Al 74]"‘01]*1
dlolE & —’F’SOP@ EABIAIL QIZE EFlolojet R

Bah= Wsle 3 337 o] SHsAr ¢ éﬂr°ﬂ 1
AR OPO]E"/\F& FH, ole71El, oler1E ARk o]
FIRAE £A4L T2 £A vlste] Rat kg
ke ek pol7h AA| yERth o] HAEE X
2] é MAof| A¥sle] Algsithy B Ackr|o] A

i,
—L‘i
ﬁ”
o X
g
?
T

olofe] Aoz 15_5101 Sick splek 29) 7
A8 F40% Yol eglol A S Ao
2 o|FAh Z #E B H(180) At Aw FAL



Ftakely| sekelie A A3 A9, 2012

2 4= glglek. wok Aol Q1ZF Eefloje] sl Aok
7h golaichd olefat 4L ofulvh gl Aolch. a3
7] Wl Algle] wel 3 gk AL Ao BA
Bl 440) sl ulwstel o] gt £4S A
sk Aedo] Mayslolof & Aoltt

References

[1] Korea Creative Content Agency (KOCCA), “2011 White
paper on Korean Games,” 2011.

[2] H. B. Chang, K. K. Kim, and S. J. Lee,“The Study of
Information Security Technologies for Security Incidents
in Online Game Service,” Information Systems Review,
Vol.9, No.3, 2007.

[3] Korea Internet and Security Agency (KISA), “Guide of
Online game hacking,” 2006.

[4] Inca Internet Inc., “www.inca.co.kr”

[5] Anlab Inc., “www.ahnlab.co.kr”

[6] H. Kim, S. Hong, and J. Kim, “Detection of Auto

Programs for MMORPGs,” Springer, Al 2005:
Advances in Artificial Intelligence, pp.1281-1284, 2005.

[7]1 K. T. Chen, J. W. Jiang, P. Huang, H. H. Chu, C. L.
Lei, and W. C. Chen, “Identifying MMORPG bots: A
traffic analysis approach," Proceedings of the ACM
SIGCHI Conference, 2006.

[8] P. Golle, and N. Ducheneaut, “Preventing Bots from
Playing Online Games,” Computers in Entertainment
(CIE), vol. 3, 2005.

[91 W. Feng, E.d. Kaiser, and T. Schluessler, “Stealth
Measurements for Cheat Detection in On-line Games,”
Proceedings of the 7th ACM SIGCOMM Workshop on
Network and System Support for Games, pp.15-20,
2008.

[10] P. Laurens, R. F. Paige, P. J. Brooke, and H. Chivers,
“A Novel Approach to the Detection of Cheating in
Multiplayer Online Games,” 12th IEEE International
Conference on  Engineering Complex
Systems, pp.97-106, 2007.

[11] S. H. Park, H. W. Jung, T. B. Yoon, and J. H. Lee,

"Behavior Pattern Modeling based Game Bot detection,"

Computer

Journal of Fuzzy Logic and Intelligent Systems, Vol.
20, No. 3, pp. 422-427, 2010.
[12] Nho-KyungPark, Sang-BongPark, Min-HyeongPark,

4206

“The Implementation of Motion Vector Detection
Algorithm for the Optical-Sensor”, Journal of The
Institute of Webcasting, Internet and Telecommunication,
VOL.10, No.5, October2010.

[13] Su-HyunKim, Sang-IIChoi, Sung-HanBae, Young-DaeLee,
Gu-MinJeong, “Pattern Recognition using Feature
Feedback : Performance Evaluation for Feature Mask”,
Journal of The Institute of Webcasting, Internet and
Telecommunication, VOL.10, No.5, October2010.

[14]  Young-SubKim,
Kang-InHur, “Astudy on Robust Feature Imagefor Text

Jong-YoungAhn, Sang-BumKim,
ure ClassificationandDetection”, Journal of The Institute
of Webcasting, Internet

VOL.10, No.5, October2010.

and Telecommunication,

2 Eff E(Taebok Yoon) (A2 H]

* 2001 8¢ : FFstu HAHA
Akslko] st

2005 29 : AFTst HE
sl (284D

2010 8¢ : Aot HiF
st (2ot

e 20119 39 ~ @4 : Addst

PP SRS

<ghilof
dlole] mlold, ARl mR, AAAFA




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


