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Abstract The argument related to the use of real and anonymous names on the Internet bulletin board has
recently become a main issue. When using real names, it is possible to violate free discussion and privacy.
Also, when using anonymous names, it is possible to have the reverse function of the Internet in regard to the
use of malicious replies or the distribution of false ideas. Therefore, this paper has made it possible to prevent
the spread of the user's personal information and execute the single log-in process by using the XML-token
method which is one of the SSO technologies. Also, by issuing virtual IDs and forming the path when
establishing tokens, the anonymous bulletin board which provides anonymity with a conditional tracing process
has been suggested. After analyzing the performance of visitor numbers at authentication time, the anonymous
bulletin board based on the group signature method showed the average response rate of 0.72 seconds, 0.18
seconds, which was suggested scheme. In the authentication time 4-5 times faster response speed, respectively.
Also, since the suggested system does not have to provide a single authentication process or make the user
provide his or her signature, the level of user's convenience seems to be much higher. Such a result shows that
the system suggested on the anonymous bulletin board has a more appropriate level of user's convenience.
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<Token Expirafion Date>2010-11-14 2% 6:30</Token Expiration Date>
</Token_Information>
<Token Value>
<VID>IOYGzrQaNElyNTNS</VID>
<Path>JrE JC3riGKARO /Path>
</Token_Value>
</Token>
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[Fig. 8] Token verification
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<2xml version="1.0" encoding="utf-8" 2>
- <Token>
- <Signature xmins="http:/ /www.w3.0rg/2000/09/xmldsig#">
- <Signedinfo>

<Canoniclizationiiethod Algorithm="http:/ /wwrw.w3. nrn/TRlzunl/REc xml-c14n-20010315" />
 Algoritam="http:// N
- <Reference URI="">
- <Transforms>
<Transform Algorithm="http:// 3. i i s
</Transforms>
Algorithm="http:/ / 3,019/ " s

</Reference>
</Signedinfo>

</Signature>
- <Token_Information>
<Token_lssuer_Name>SSU_CERT</Token_Issuer_Name>
<Token_Expiration_Date>2010-11-14 @7 6:57</Token_Expiration_Date>
</Token_Information>
- <Token Value>

| <VID>fKjipSCsYaYutnEn</VID>
<Path>IFE+Gmmwk6L5WwSZKbInjAMed /tJEISsv3eDttyly4UvGno8tGkibfigoXbQcild</Path>

<JToken_Valie>
</Token>
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[Fig. 9] User’s token
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[Fig. 10] Bulletin board service
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[Table 5] Feature comparison
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[Table 6] Performance comparison
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[Fig. 111 Verification time evaluation
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