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Abstract In this paper, it is proposed that JTAG fault injection environment and the results of the classification
techniques that the reliability of embedded systems can be tested. As applying these, this is possible to
quantitative analysis of vulnerable factor for system. The quantitative analysis for the degree of vulnerability of
system is evaluated by faults errors, and failures classification schemes. When applying these schemes, it is
possible to verify process and classify for fault that might occur in the system.
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2.1.1 Fault, Error, Failure &9|

2% 71HE A85h] flsli= HA fault(ER),
error( 2.5, failure(a2%h)o] tfjsle] u}etsfol §kc}. Fault
g /W E= /W Y9 E2bdd S22 faults &fnigich
Fault®] 220 1) H/W fault®} 2) S/W faultz® J-5-3}
2= It} H/W fault:= Permanent fault, transient fault,
intermittent fault 2] S|4 faultE epdc} S/W fault
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FslA] EgkS oulgitt. Fig. 12 fault, error, failure
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[Fig. 11 Progression of Fault, Error, and Failure[5]
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[Table 1] Reclassification of ODC - FEO table

ODC categories | Nature ODC fault type
Missing MVIV, MVAV, MVAE
Assignment
Wrong WVAV, WVAL(added)
Missing MIA, MLAC, MLOC
Checking
Wrong | WAEC(added), WLEC(added)
Missing MRS
Interface
Wrong WPFV, WAEP
Missing MFC, MIFS, MIEB
Algorithm
Wrong WEFC(added)
[Table 2] ILE Groups & Types
Group Type
Group 1 : Operation Errors 1,2
Group 2 : Operand Errors 3,4, 5 6
Group 3 : Execution Errors 7, 8
Group 4 : Timing Errors 9, 10, 11, 12
Group 5 : Order Errors 13
Group 6 : Operation & Operand Errors 14(added)

2.2.3 Failure 2%
Table 32
Complete with delay, Error without effect, Exception2] A
258 B f¥oR etk M2 7
ostA B3t ool Aol WA o]tk

failure 332 Data violation, Time out,

Exception-2

[Table 3] Failure type[9]

Failure type Description

The program terminates successfully.
However, the memory content is different
from that of the golden run.

Data violation

The program does not complete in an

Time out -
expected time.
Complete The program completes with delay in the
with delay |expected time.
Error In spite of the errors on the interface, the

without effect |program terminates correctly.

During the operation of computer systems,
unexpected abnormal condition occurs and
the program is being performed under the
influence.

Exception
(added)

L
19
-
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[Fig. 2] JTAG fault injection environment
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Y ATed o =239 Mibench[10]9]
bitstrng(bitcount), rad2deg(basicmath), pbmsrch (stringsearch)
ojt}. B A3L normald} 3-versionS thAto =2 A SH
t}. Normal program2 114 7Hd] 7|HHS 283514 e
Y& zgZgo|t} Fig. 32 bitstrng®] normal program

F2ES e gt

Intput Qutput

bitstring

[Fig. 3] Normal program structure of bitstrng

N-version program> 3}F=9]o]2] NMR(N-Modular
Redundancy)¥t FARRE 79 A3slg 7]Holoi{11].
N-version program®] 7|2 gL AZEQo] BES N
H AdAskal FESfshe Aolal o] REEe] ofs 44
2 N7fe] A wmel Aolth 2 w=RolA AL}
= test S/'WE] N-version< 3-version programming2- %-8-
3} t). 3-version programming H/W2] TMRY} A5}
A #LEGS] wES ) AASHL TS ol
Fig. 4= bitstrng®] 3-version program X2 =5 UEM 1L
QIct.

bitstring1

Intput Output
bitstring2 Voter

bitstring3

[Fig. 4] 3-version program structure of bitstrng

Normal program¥} N-version program®| Z3gF5¢]
2 ITAG 2T+ AAE o) JITAG 23+Y
3 A= fault, error, failureo] T3t 7|& EF7e} AEF

]5—2 X—LQ_O].O:] /UKJ 73_]_]- H&’oﬂ DZ]—.Q_ZY]—E}‘

Y

HF3t} Fig. 5+ A1 43 B
tojojl %‘O]EP Fault 23} {3 &7 tholojagoAl
A|2~Elo] AFEl= 1) Initial 2) Fault 3) Error 4) Failure2]
A A= ol

Data
violation

M oy

ZA35}7] 9J3}o] architectural vulnerablhty factor (AVF)
= _?_:_]_-]:]_[12] H =1 Oﬂlﬂ“ 575“240] 73-61—7<<‘>:}0 Z~LQ_
3k A

FAVF 27448 ARE3H [Form. 21= AVFE UEh)
3L ITH12]
ACEZ 34 € 24 Sl
AWES Hgwrgaasas 2

n=—=__ - [Form. 3]

Table 4+= Test S/W<QI bitstrng®] AP A¥ AIE L}
BRI ok AR A2 Mibench?] bitstrng, rad2deg,
pbmsrch 9] ZFzto]| tis}e] normal programi} 3-ver.
program . & JLESlo] 43351k

[Table 4] Number of experiments required 90% reliability

normal program 3-ver. program

Test S/W s abnormal results/ | abnormal results/
Model K .
effective fault effective fault
bitcount | St-0 | 95/104 (2,874) 105/291 (154)

(bitstring) | st-1 | 160/193 (1,320) 186/612 (119)

70/88 (1,059) 232/378 (433)

rad2deg st-0

(basicmath) | t-1 125/194 (494) 334/552 (418)

93/104 (2,302) 76/278 (103)

pbmsrch st-0

(stringsearch) | st-1 | 162/201 (1,131) 166/576 (111)
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Table 5 failure rateo]] T3t test SS'W2] AP A& 2
= Yehfar gitk. Table 5 4w E W, rad2dego] Tt e
normal program¥} 3-version program failure rate7} 2}o] e
1,400
7]' ﬂ}(] (L)z}—g 7/_\]‘?. D_Z‘]-Ol i O]E]' i O] TlIl’le out 1200 WVAY
o]} Exceptiono| HHAste] &8 glolEE H]JJ—OV ] Aejl 1000 o
’ B WAEC
}\]i%] fallure7]’ %’AHE‘]’ 7&] 7]’ u]—7] ]IH'ET"OID]— U;]'E]'k] 800 1 WPV
3-version programo|t|Z}E &I} HL AL el 4 s00 | mwaER
Ak 400 =WFC
200
[Table 5] Pre-test result Of Test S/W ’ normal_total M-version_total
Test Fault ]j:rror ]?ata Time Ex'cep failure [Fig. 7] Normal and 3-ver. results of fault reclassification
SW model without | viola- ¢ -tion rate
0% effect | tion | " |(added)| (%)
Fig. 62 A9 EH normali} 3-version ©57 ol 2k
(bltstrn%) st0 | 9 54 | 21 | 20 | o13 25 gro] AL A3k SHWVAVIO] 1% = 71] o
norma t-1 33 83 46 31 82.9
s A5t ) Fig. 79| 4& normald} 3-version 5% o]
l();tsmli st0 | 186 | 21 | 42 | 4 | 364 s 7o) Sl AT SRWVAV)O] 71
-ver. st-1 426 21 111 54 304
UERgT 183 7Sl flE “B7] 204 44
(radZdelg) s0 | 18 | 33 | 4 | 33 | 795 o] AEE AT SHWAEC®] heoz o nas
norma st-1 69 45 15 65 64.4
UehpT gick
rad2deg | st-0 146 86 38 108 61.4
3-ver. -
( ) | st-1 218 64 | 46 | 224 | 605 2412 Errord] tj3t 7|2 ol gus um
pbmsrclh st-0 1 44 18 31 89.4 Fig. 82 AWXE™W normaly} 3-version 5T
norm _
(normal) | st-1 » 68 49 45 805 type3(incorrect register addressed)”} 7} =A W5}
pbmsrch | S0 202 3 12 3 273 t}h Fig. 994l normal¥} 3-version] typel4(incorrect
3-ver. _
@ver) | st 410 84 42 40 288 operation & operand code used)= Z}Z} 15.9%, 13.4%S
Total 1,767 | 635 444 725 41.1 UeER I 9l

24 ZHFY MY H} 2Y
2.41 normal programz} 3—version program
H|

2.4.1.1 Faulte] g3t 7]& ER79} AJEF v

1,800 1~

1,600

1,400

1,200

HWVAY
1,000

WWPFY

WWAEP

normal_total N-version_total

[Fig. 6] Normal and 3-ver.
classification

results of existing fault
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1200

1000 -

= Type 1
800 +
B Type2

600 - EType3

HType6

W Type7
mType 14

200 7

normal_total M-version_total

[Fig. 9] Normal and 3-ver. results of error reclassification

2.4.1.3 Failureo]| o3t 7|& E59} A|EF v

Fig. 102 4FH X normal2 Data violation®| 7} 3=
A yrgkch 3-version Error without effect’} 714 =&
H]&-S Ueldt}h Fig. 119)4% normald} 3-version?]
exception2 Z+Z}F 19.3%, 26.5%S YERY L Qi

1,800

1,600

1,400 17

1,200

m Data violation

1000 W Time out

o Complete with delay

™ Error without effect

normal_total N-version_total

[Fig. 10] Normal and 3-ver. results of existing failure
classification

1000

M Data violation

W Time out

M Complete with delay
M Error without effect

W Exception

normal_total N-version_total

[Fig. 11] Normal and 3-ver. results of failure reclassification

2.4.2 Test S/We| & AS Zn}

H AFoA= 37}A] test S/WQI bitstring, rad2deg,
pbmsrchol AdHEQ0S ’\3“'6‘]-7 Z}7Fo] test S/IWE
normal¥} 3-ver.Z A|FE3}Io] AT} Fault, error,

H/K—] ]_011];]_

failureo] T3t 7]& BE&F9} Zﬁw—g— ]/

[Table 6] Results of test S/W

Test Fault }.Error D.ata Time Ex.cep failure
S/W model without | viola ot -tion rate
i (added)| (%)

effect | -tion
bitstmg | SO | 84 | 512 | 197 | 191 | 915
(normal) | st-1 | 144 | 368 | 201 | 136 83
bitstrng | st-0 30 2 9 11 42.3
(B-ver) | st-1 66 5 13 6 27
rad2deg | SO | 68 | 118 | 15 | 119 | 7838
(ormal) | st-1 | 119 | 77 | 25 | 110 64
rad2deg | StO | 69 41 | 18 52 | 617
B-ver) | st-1 | 105 | 30 | 21 101 | 409

pbmsrch | st0 | 85 | 333 | 143 | 237 | 893
(normal) | -1 | 151 | 262 | 182 | 166 | 80.2
pbmsrch | st-0 24 2 1 7 29.4
(3-ver.) | st-1 48 11 6 4 304

Total 993 | 1,761 | 831 | 1140 | 79

Table 62 X, 3 59817H94 fault tdol] diste] 7]&
9] failure 7S Z-83F HE 60%(358571)9) failureS
HgAE&S HYow, failure YEFE A3t H9=

79%(@47257)2] BA8S eyt

3. &

T

£ =RolAe g At s AA"e A= dF

of Ab&E = Q= JTAG 7|9t A3t 78S Alekst
Atk JTAG 7|9 A3 71HE HHAE ARE-sto]
target A|2ElO) FRES FX g AR R oI
S itk JTAG ATFS ARE BA% A3 129
fault, error, failure S HT} O]E HoPsl AEE 7|HE
g5t A7) 9F 19% AX =2 failure 4SS 2
t}. E3F, 7|=E fault, error, failure 255 H 5 7]‘ﬂE
= A8sto] Ala”oA of® Fio] faulto] FoFsti
ol HEo] faulto]] 7}215HX] 321-0 15kt 1831 fault
HFALE Zot of' 89lo] failure rateE ol A<l

Q%) seket 4 qlgich

l_
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