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Abstract What is RFID Microchip tag attached to an object, the reader recognizes technology collectively,
through communication with the server to authenticate the object. A variety of RFID tags, 13.56Mhz bandwidth
RFID card, ISO/IEC 14443 standards based on NXP's Mifare tag occupies 72.5% of the world market. Of the
Mifare tags, low cost tag Mifare Classic tag provided in accordance with the limited hardware-based security
operations, protocol leaked by a variety of attacks and key recovery vulnerability exists. Therefore, in this paper,
Cryptography Scheme and Secure Protocol for Safety Secure Scheme Construction in 13.56Mhz RFID have been
designed. The proposed security scheme that KS generated by various fixed values and non-fixed value, S-Box
operated, values crossed between LFSR and S-Box is fully satisfied spoofing, replay attacks, such as
vulnerability of existing security and general RFID secure requirement. Also, It is designed by considering the
limited hardware computational capabilities and existing security schemes, so it could be suit to Mifare Classic
now.
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2.1 Mifare Classic
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Oxff Key A, Access Conditions, Key B
Data Block
Data Block
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0x07 | KeyA, Access Conditions, Key B

0x06 Data Block

0x05 Data Block

0x04 Data Block

0x03 | KeyA, Access Conditions, Key B

0x02 Data Block Sector 0x00
0x01 Data Block 4 Blocks

0x00 UID, BCC, Manufacturer Data

[Fig. 1] Mifare Classic Tag Logical Memory Structure
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[Fig. 2] Mifare Classic Security Scheme
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[Fig. 3] CRYPTOI Cipher Scheme
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[Fig. 4] Mifare Classic Tag Authentication Protocol
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[Table 1] The Terms and Symbols Used in Proposed
Scheme
UID Unique Identification (32 bits)
Nt Tag Random number (32 bits)
N n Reader Random number (32, 48 bits)
Ki LFSR Seed Key (48 bits)
KS, Key Stream n (32 bits)
R First 32 bits Redundance bits from S-Box
an_t (Used for Authentication Value)
R Second 32 bits Redundance bits from S-Box
fon2 (Used for Cryptography Input Value)
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Ruw 5 Third 48 bits Redundance bits from S-Box
- (Used for next KS’s S-Box Input Value)
Riw s Forth 16 bits Redundance bits from S-Box

. (Used for next Sector’s S-Box Input Value)
LFSR 48 bits Linear Feedback Shift Register
S-Box Substitution-Box

(Input : 48 bits / Output : 24 bits)
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[Fig. 5] Proposed Mifare Classic Security Scheme
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[Fig. 6] Proposed Cryptography Scheme
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[Table 2] LFSR and S-Box Input Values for Key Stream

LFSR Input Values

S-Box Input Values

KS; Ka, UID © Nt Kg D Nr i
KSz RKSI_Z 5] NR_z RKSI_3
KS; Rksz22 Rks2_3

3.3 Proposed Secure Protocol
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Sl RF A4S wujw,

gl RF A 792 Ao s Wake Up AE& A

® Generate Ny

(@ Generate KS; using Cryptography
LFSR « Input ( Ky, UID, Ny )
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S-Box + Input (Kg @ Ny )

Generate Ng;
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® Ryss 1 €D KS;

te KS, using Cryptography
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>

Verify Riss1 @D ks,

-l

[Fig. 7] Proposed Secure Protocol
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[Table 3] Security comparative analysis

Origin
Mifare HR | H_ID | Ch_P |Proposed
Classic | [14] [15] [16] | Scheme
[6][7118]
Suitable to‘leare SU NS NS SU SU
Classic
Forward Security| NS NS NS SU SU
Mutual | SU | NS | Ns | su | sU
Authentication
Privacy SE vU vU SE SE
Replay Attack VU VU VU VU SE
Spoofing Attack| VU VU VU VU SE
Eavesdropping VU SE SE SE SE
Known Text | -y | sg | s | sE SE
Attack
Nance Problem VU SE SE SE SE
Key Issue VU SE SE vuU SE
SE: Secure, VU : Vulnerable

SU : Suitable, NS : Not Suitable
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