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Abstract M2M (Machine-to-Machine Communication) refers to technologies that allow wired and wireless
systems to communicate with other devices with similar capabilities. M2M has special features which consist of
low electricity consumption, cheap expenses, WAN, WLAN and others. Therefore, it can communicate via a
network. Also, it can handle itself without a person's management. However, it has a wireless-communicate
weakness because of the machine-communicate request, and also it is difficult to administrate and control each
other. So In this Paper, It suggests the safety protocol between Device, Gateway and Network Domain in M2M
environment. Proposed protocol is based on ID-Based encryption's certificate and creates session key between the
Access Server and the Core Server in the Network Domain. It uses that session key for sending and receiving
data in mutual, and adds key renewal protocol so it will automatically update discern result. a comparative
analysis of the existing M2M communication technologies and PKI-based certificate technology is compared with
the proposed protocol efficiency and safety.
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[Fig. 1] Functional Structure of M2M communication
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[Table 3] Comparative analysis of the efficiency of the
device registration
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[Table 4] Comparative analysis of the efficiency of the
operation of the entire system
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[Fig. 7] Comparative analysis of the efficiency graph of
the proposed protocol and device registration
PKI-based authentication technologies
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