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Abstract This paper suggests a new method of detecting attacks of network traffic by visualizing original
traffic data and applying multi-class SVM (support vector machine). The proposed method first generates 2D
images from IP and ports of transmitters and receivers, and extracts linear patterns and high intensity values
from the images, representing traffic attacks. It then obtains variance of ports of transmitters and receivers and
extracts the number of clusters and entropy features using ISODATA algorithm. Finally, it determines through
multi-class SVM if the traffic data contain DDoS, DoS, Internet worm, or port scans. Experimental results show
that the suggested multi-class SVM-based algorithm can more effectively detect network traffic attacks.
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[Fig. 5] Noise elimination by intensity
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[Table 1] Pattern features

Transmitt| Maximum | Maximum Average Number of
er IP1 | Intensity | line length | line length |linear patterns

Transmitt| Maximum | Maximum Average Number of
er IP2 | Intensity | line length | line length |linear patterns

Receiver | Maximum | Maximum Average Number of
IP1 Intensity | line length | line length |[linear patterns

Receiver | Maximum | Maximum | Average | Number of
P2 Intensity | line length | line length |[linear patterns

Maximum | Maximum Average Number of

Port Intensity | line length | line length |[linear patterns

image Maximum | Number of

Dx Dy
entropy clusters
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[Fig. 6] Multi-class SVM
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[Table 2] Output node and attack types

Output node Attacks
0000 Normal traffic
1000 DDoS
0100 DoS
0010 Internet worm
0001 Port scan
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[Table 3] Pattern(normal traffic)

Transmitter IP1 | 0.0250 0.0000 | 0.0000 0.0000
Transmitter IP2 | 0.0100 0.0000 | 0.0000 0.0000
Receiver IP1 0.0390 0.0000 | 0.0000 0.0000
Receiver IP2 0.0320 0.0000 | 0.0000 0.0000
Port image 0.0120 0.0000 | 0.0000 0.0000
0.8790 0.8132 | 0.0523 0.5000

[Table 4] Pattern(DDoS)
Transmitter IP1| 04850 0.0000 0.0000 0.0000
Transmitter IP2| 00100 0.539 0.3252 0.4000
Receiver IP1 04390 0.0000 0.0000 0.0000
Receiver 1P2 04920 0.0000 0.0000 0.0000
Port image 0.0120 0.0000 | 0.0000 0.0000
0.4790 0.1132 | 0.8523 0.4000
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[Table 5] Pattern(DoS)

Transmitter IP1 0.1250 0.0000 0.0000 0.0000
Transmitter P2 02100 0.0000 0.0000 0.0000
Receiver IP1 0.1390 0.0000 0.0000 0.0000
Receiver 1P2 0.1320 0.0000 0.0000 0.0000
04120 0.0000 0.0000 0.0000

Port image
0.7680 0.1528 | 0.7523 0.3000

[Table 6] Pattern(Internet Worm)

Transmitter IP1 04850 0.0000 0.0000 0.0000
Transmitter P2 0439 0.0000 0.0000 0.0000
Receiver IP1 0.1290 0.0000 0.0000 0.0000
Receiver IP2 0.1100 0.5390 03252 0.4000
0.0520 0.0000 0.0000 0.0000

Port image
03790 04132 0.0523 0.5000

[Table 7] Pattern(port scan)

Transmitter IP1| 0.1250 0.0000 | 0.0000 0.0000
Transmitter IP2 | 0.2100 0.0000 | 0.0000 0.0000
Receiver IP1 0.1390 0.0000 0.0000 0.0000
Receiver 1P2 0.1320 0.0000 0.0000 0.0000
0.4120 0.0000 | 0.0000 0.0000

Port image
0.1820 0.7570 | 0.6523 0.5000
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[Fig. 7] Performance evaluation graph
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