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Abstract Multimedia Broadcast communication convergence services are broadcast communication convergence
services new form that combines a platform technology for driving the application services of various
media-related Internet and TV devices. It is possible to mounted the embedded OS of TV existing technology
and to support a variety of smart application services to a TV technology evolved form equipped with various
platforms on the OS. The services that are fused in this way, multi-media broadcasting communication
convergence new services Open IPTV, Smart TV, mobile IPTV, and N-screen, are services actively focusing on
three companies domestic services. However, in order to use the software to connect to the Internet for the
provision of services, is inherent software vulnerabilities or the Internet. These vulnerabilities can lead to
serious security incidents. Therefore, in this paper, or be able to derive the potential security threats that occur
in multimedia broadcasting service environment based on security threats and vulnerabilities of existing threats
lead to such security incidents in fact, the security it was carried out through a mock hacking validation for
threats. It was also suggested necessary technical security measures that can be protect against security threats
revealed by using the verification result through the penetration testing. Has been presented countermeasures in
fusion communication service environment of multimedia broadcasting by using these results.
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[Fig. 1] Multimedia Broadcasting and Communications
Convergence Services Concepts
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[Fig. 2] broadcasting and communication Convergence
Services Concepts
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[Table 1] Content protection Techniques

Security
Technology Description Remark
field
Digital Content and Target the
entire distribution process -Standard
DRM Digital Content Copyrigjt of | technology
.. Protection and  Distribution | of absence
(Digital
Right Management -
£ A variety of permission /| Interoperabil
Management) .
Format Support ity almost
a variety of content model | impossible
support
Broadcasting services / Content
CAS Protect}on-/ Control target Broadcastin
.. Authorization of  program .
(Conditional . o . g Service/
reception for qualified viewer
Access R .. . Content
Paid digital broadcasting ..
System) . Restrictions
services / Plenty of code case
Defines concrete standards
Digital f Illegal
1gital ‘content 0. ega Cop'y Limited
Protection function that is range
Copy transmitted between devices &
. .. Independent
Protection | Digital content of Illegal Copy .
. . functions /
Protection is stored as
. . Product
recording Device
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[Table 2] Open IPTV Security Threat Case

Division Threat / Vulnearability
Development environment of SDK
vulnerability
Found hidden code memory using the SDK
SDK, API Accessing to unauthorized territory through
Related utilizing SDK function.
Threats Access to specific memory and acquire an
information through SDK debugging tool
Abusing the vulnerable point of Security
module be used in SDK.
RLESL Distribution of malicious code
*gol wgt
28 App Store Web site attacks
Set-top box operating system Vulnerability
Set-top Box
DoS Attack by the set-top box
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[Table 3] Multimedia Broadcasting

Security Threat

and Services

Division

Threat

Common
Elements

Infrastr
ucture

Infrastructure DDos attacks

Equipment and web site hacking

Open
IPTV

STB

replicated Smard Card

STB HDD Illegal Access (Mount)

STB Debug Mode access

STB Inside the console unauthorized
access

STB identification /
Authentication Bypass

STB malicious code infection

IGMP

IGMP Join flooding

IGMP Multi Leave Attack

IGMP Multicast Packet Replay

Pay Channels force to IGMP Join

Content

Content illegal Replication/ circulation

Real Time/VOD Content Replication

Paid content charging manipulation

Authent
ication
Bypass

OPEN  market of paid
charging manipulation

content

disguised mall

attacks

Shopping Exploit

User Open Illegal content transmitted
through channels

Smart TV

Operati
on
system

Smart TV Debug Mode Approach

Smart TV
inside console illegal access

Smart TV identification /
Authentication Bypass

Smart TV malicious code infection

App
Store

App Store Authentication manipulation

Content

VOD Content illegal Replication

Paid content charging manipulation

N Screen

Service
Deivce

Device inside Approach

Content

Content illegal Replication /
circulation

Content illegal Replication

Content illegal Download

Paid content charging manipulation

N-Screen Authentication information

manipulation

T -
Commerce

Authent
ication

Authentication information disclosure

Authentication information
manipulation

Paymen
t

Payment information disclosure

Payment information manipulation
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[Fig. 7] Security Threats Test Environment
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[Table 4] Security Threats Test Result T Authenticatio
- Commerce n
Division Threats Test results Secur%t?/. x Authenticatio
code vulnerabilities n bypass
Comm Service NA Test Except Payment o
on
Eleme Infrastr p
s | O N-Screen AH| 9] - ~AuEE 2§ APP 7241
NA Test Except N 2329 Z-¢ o 28 Jailbreak 52 E3 UlF 3
0 T % NAZY APPE HEsle] U7, dHTAL E
NA Test Except - -
STB o 3] DRM 233} 28 & NATE Mu|Ao] 29 A7}
Identity value L2d 7hs/do] EAEGa, E2Hx BY teREte
disclosure VOD Aul Felzo] s theRs w2l £4E B3
NA L TeBC peoy 3 oheREL shsalglen, Hx A
est Except } o )
GMP NA Test Except DRMe] #-g-E|o] 317 ¢lol &9 AlFo] 7ha3t Hel 3
Open NA Test Except oFzjo] =5}k
IPTV NA Test Except
NA Test Except
Content OERUTERSPIRICE + DRWAZ/SIA 261 58
NA Test Except
Charging
P Information -
Disclosure .
Authenticat P o
fon 5
(0]
Test
Except
Smart TV Operation
NA system
(0]
Authentication [Fig. 9] N-Screen Main App Disclosure of Information
P value
disclosure
NA | Test Bxcopt NAZE APPE 3% & U9US £9) DRM 25
Authentication 5} elo] 2] gl SFo] Fh5Eln, o]F ofgste] 2el
App P value B s B _
Store disclosure =9 DRME EfF o2 E53} 7l3et Het 9 4
Content NA Sk E3F NAT Y VOD AjH|A 9] ZHl=of s th&
Content 2E 93 £48 53 el HA cherEs) 7hssl
Informatio - - -
P n Fom, Fel= Ao DRMo| g5 o] & Al 4
disclosure g7} A5 mekeld EAa
Device © 2u}E TV 5ot B]AE ¥ Aipe 20kE TVe|
Content NA
2% A H gl o z]l- ip 2 Phishine BF RSNe)
NA Test Except g QB ake )= SSL Strip 2 Phishing H2] 7]50] ¢l
N P Packet analysis o], SSL B33} W MITM 20| okl o]S &
Screen cnable st B ARAE 9 AT Al SSL £33} 9l MITM &
Content - 5 5
AL EF o]= ul O] &) O =] o} Z]okxo
P Information = OOH 1_1.0 = 7H1_]. 05]—7]' ‘ITEQ\_ E]_}..‘_r]—‘d ]
Disclosure ZAgtct. ARFETVO] tigh ARP A3 X138 S HTTPS
Authentiat 23] ts) ZA BE3} shof HTTP W70 43}
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[Fig. 12] Open IPTV Shopping Mall Spoofing Attacks
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