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Abstract
provided by using smart devices with built-in Near Field Communication technology. Especially, a mobile
payment system can provide convenience to its users, but it also can poses including data disclosure while

Diverse application service such as mobile payment, access control or smart poster have been

transmitting. There are vulnerabilities while generating session keys used to encrypt data in transaction processes
as proposed in KS X 6928, the standard for mobile payment system. Therefore, in this thesis, I analyzed
weaknesses of session keys used to encrypt transaction data and proposed a more secure mobile payment system
based on NFC to enhance security. The proposed system will provide security functionalities such as key

freshness, mutual authentication and key confirmation.
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2.1 NFC(Near Field Communication)
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[Fig. 1] Three operation modes of NFC
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[Fig. 2] Application services using NFC
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[Table 1] Notations
Symbol Definition
AID mobile card’s identifier in mobile device
Chip ID | Mobile card’s chip identifier
Counter | transaction counter
s time stamp
Cert payme’nt de.vi.ce 7] Mobile card payment
server’s certificate
PK payme’nt dev.ice 7] Mobile card payment
server’s public key
SKT/S payment device 7] Mobile card payment

server’s private key

MEK; Card company i’s secret key

DK Derivation Key
SK Session Key
PSK Pre-Shared Ke}f between mobile device and
card company i
Nonce random number
E,()/D.() Encryption/Decryption using key *
PRF () Pseudorandom Function
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