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Abstract The Financial Supervisory Institution constantly has tightened the regulation for secure electronic
financial service. Information Security Consulting and Service companies are not enough to cover about 4,500
financial institutes required to comply with the regulation, and the Financial Supervisory Institution also suffers
from work overload. The demand for real-time work of risk management is getting stronger. Compliance with
the regulation has to be attempted with technical approach so that requirement, implementation, monitoring, and
supervision are efficiently performed. And, articles have to be concluded with compliance management service.
In this research used compliance management framework and IT GRC process model, have to be designed
compliance management lifecycle and 34 index.
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[Table 1] Role of Compliance Management Service

Participants
Participant Definition
Legislation | Authority to enact law and standard
Authority ex) Congress, FSC, MOSPA etc.
Supervision Authoﬁty to supervise implementation of
i compliance
Authority ex) FSS, Division Audit etc.
Compliance | Party that comply with the law
Party ex) Financial Institute, Company
Support Support Party that comply with the law
and standards etc.
Party . . .
ex) Financial ISAC, security agency

Audit

Audit
7| Compliance Party

Compliance Party

Compliance Ma:{aanment Service Compliance M. m:{aznmnm Service

Audit
Support

Audit
Support

Support Party Support Party

AjIoy)ny uoisiatedng

Policy Policy

‘Puﬁc}'

‘ Legislation Authority ‘

[Fig. 1] Participants Structure
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Assessment for
Engine for Repart Compliance Em:ﬂ\my " Real Time
Eorey Vulnerability
‘Complicance Internal Control Analysis Tool
Party G Real Time T Assessment for
V‘_ﬂr‘gl""’.““’ Compliance M“""‘“”."' Real Time
hgent_| Monitoring Agent | “gent Mm‘:::":ﬂ Supervision
Authority
Assessment for
Real Time Real Time Real Time F=lm Real Time
Vuinerabilty | corniiancs Security Supevision | | s curity Monitoring
Analysis Monitoring Engine Tool
engme | Monitoring engine [ 27
Support Engine for Report Compliance AS[;S::'\ST::;;N
Party Engine Sharing & Engine for Real Time P
Analysis Alert Analysis Tool
Enforcement Engine for Policy
Audit Engine
Compliance Analysis Engine
“ Compliance Generation Engine ‘ ‘ Policy Enforce || Wanage. & Audit ‘
Legislation Authority
[Fig. 2] Functions of Participants
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[Fig. 3] Elements in focus in the frame of reference for
GRC research
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[Fig. 4] IT Compliance Process Model
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[Fig. 5] Integrated IT GRC Process Model
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[Fig. 6] Compliance Lifecycle
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[Table 2] Compliance Management Index

Item Code Compliance Management Index

- L : Legislation Institute Code
- LN : Compliance Name

- YYYY : Legislation Date

- N_N_N : Article of Law

- M : Management article

T : Technical article

Compliance
Legislation

A : Audit Institute Code
LN : Compliance Name
M/T : Mgmt./Tech. article
An : Audit No. (n=000~999)
N_N_N : Article of Law

C : Compliance Institure Code
- AP : Pass of Audit

- APn : Accumulation of AP

- ANP : Non-Pass of Audit

- ANPn : Accumulation of ANP
- AS : Audit Suspension

- ASn : Accumulation of AS
- YYYYMMDD : Audit Date

Compliance
Supervision

- L : Legislation Institute Code
- LN : Compliance Name
YYYY : Legislation Date

A : Audit Institute Code

C : Compliance Institure Code
M/T : Mgmt./Tech. article
An : Audit No. (n=000~999)
N_N_N : Article of Law

- AP : Pass of Audit

- APn : Accumulation of AP

- ANP : Non-Pass of Audit
ANPn : Accumulation of ANP
AS : Audit Suspension
ASn : Accumulation of AS
YYYYMMDD : Audit Date

Compliance
Implementation
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[Fig. 71 Compliance Management Process
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