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Abstract In this paper, we propose an RBAC based personalized health care service platform in order to
provide smart management of personal health record using smart devices. It helps to guide healthful service and
provide useful information according to one’s individual health record.

Personalized health care services platform supports a healthy lifestyle by measuring personal health information
in a hospital clinical, imaging, and drug data, as well as that can be obtained from smart devices. Everyone
can enter his health related data in everyday life such as food, sleeping time, mood, movement and exercise so
that one can manage his personal health information of modern smart features.

In addition, if necessary, personal health information can be provided to the hospital information system and
staff with the consent of the individual. It can be contributed to simplify the complex process for remote
medical.

The proposed platform, which applies role based access control model to protect security and privacy, supports
a smart health care services for users by providing personalized health care services through the smart applications.
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[Fig. 1] Patient oriented health care service
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[Table 1] The basic components of RBAC security model

U(User) : Set of Users

R(Role) : Set of Roles

P(Permission) : Set of Permissions(read, write,
execute, append, delete, update)

S(Session) : Set of Sessions

C(Constraints) :

UA : User Assignment

PA : Permission Assignment

SA : Session Assignment

Set of Constraints
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[Table 2] The basic components of RBAC security model

U(User) : Set of Users

R(Role) : Set of Roles

P(Permission) : Set of Permissions(read, write, execute,
append, delete, update)

S(Session) : Set of Sessions

C(Constraints) : Set of Constraints

T(Task) : Set of Tasks , Roles consist of Tasks

SP(SecurityPolicy) : Set of Security Policy

MR(Manager Role) : Set of Manager Roles

RH(Role Hierarchy) : Set of Role Hierarchy

UA : User Assignment

PA : Permission Assignment
SA : Session Assignment
RA : Roles Assignment

TA : Task Assignment
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