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Abstract The increase in the Internet and smart device users requires high-level network security. Network security
consists of Web Firewall, Network Firewall, IPS, DDoS system, UTM (Unified Treat Management), VPN, NAC
(Network Access Control), Wireless security, Mobile security, and Virtualization. Most network security solutions
running on IPv4, and IPv6 network services are not sufficiently ready. Therefore, in this paper, this study designed
and implemented important functions of Network Access Control (NAC), which include IPv6 host detection, isolation,
blocking and domain assignment for the IPv6 network. In particular, domain assignment function makes 128 bits IPv6
address management easy. This system was implemented on a KISA IPv6 test-bed using well known devices. Finally,
the test result showed that all IPv6 based wired and wireless devices were well-controlled (detection, blocking,
isolation and domain assignment).
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[Table 1] NDP Functions

Type Details
Router/Prefix Find router in the network using RS and
Discovery RA(Getting Network prefix)

Address Resolution

Translate IPv6 to MAC using NS and NA
(Same as ARP over IPv4)

Redirect

Same as IPv4 redirect message

[Table 2] NDP Packet Type

Type Details
RS (Router Host sends RS packet to get network prefix
Solicitation) information

Router sends RA packet which includes MAC,
IP and network prefix to host which requests
RS

NS(Neighbor | Host sends NS packet to get MAC address to
Solicitation) communicate neighbor

Send NA in response to NS

RA(Router
Advertisement)

NA(N‘elghbor Send an unsolicited NA to propagate new
Advertisement) | . . .
information quickly
. Inform a host of a better first-hop node on the
Redirect way to the intended destination node
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[Table 3] Comparison of IPv6 NAC with IPv4 NAC

Device IPv6 NAC IPv4 NAC
Detection MDL ARP
Blocking NDP(NA) ARP
Isolation Redirection Redirection

Domain Assign Used Not used
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[Table 4] Result of IPv6 Host Searching

Device oS Access De?;cv:on
PC Win7 Wired 0]
Machook OS X(Lion) Wired 0]
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[Table 5] Test Result

(1l

(2l

(3]

(4]

[l

Test Item
Device Host Host Host Domain
Detection | Blocking Isolation Assign
Desktop PC ) (0] ) (0]
Macbook ) 0] ) 0]
iphone () (0] ) (0]
Galaxy Tab ) (0] ) (0]
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