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System Design of IDS for DDoS Detect and Defense
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Abstract This paper proposes a system design of IDS for detecting and defending against DDoS attacks on a
network. The proposed system has three parts; the Alert, Attack Analyzer and Defense agent. When the server
resource was reduced too much by incoming traffic, the Alert Agent sends message and traffic information to the
Attack Analyzer. The message and traffic to the Attack analyzer include only the sender & receiver address and
packet numbers for minimizing the overload of Attack Analyzer. Message Received Attack Analyzer investigates the
Message. If the pattern of traffic is the same as the DDoS Style, the Analyzer sends a message to the Defense Agent
to block that traffic. In this system, at the serious state of the server-down, the Attack analyzer uncovers the DDoS
Attacker and send a message to the Defense Agent to block that traffic. This works for server reactivation as soon

as possible.
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//Alert Agent
#define Limit 90 // 90% UAIFk
Status_Check()
{
while(1)
if ( (Memory.Resource < Limit) ||
(Port.Resource < Limit) )
Alert(alert);
else
Alert(none);
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// Attack Analyzer Agent
Analyzer(Alert alert)
{
if( (alert.traffic == PingOfDeath(alert)) ||
(alert.traffic == SynFlooding(alert)) ||
(alert.traffic == BBTD(alert)) ||
(alert.traffic == Land(alert)) ||
(alert.traffic == Smurf(alert)) ||
(alert.traffic == BadTraffic(alert)) )
{
insert(alert.source, BlackList);
alert.Delay = 300;
Defence(alert);
}
else
alert.Delay = 0;
}
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// Defence Agent
Defence(Alert alert)
{
if( alertDelay > 0 )
Remove(Traffic,alertDelay);
else
Bypass(Traffic);
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