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Abstract Recently, with the increasing use of smart phones, security issues, such as safety and reliability of the use
of the Android application has become a topic to provide services in various forms. An Android application is
performed using several important files in the form of an apk file. On the other hand, they may be subject to
unauthorized use, such as the loss of rights and privileges due to the insertion of malicious source code of these apk
files. This paper examines the Android environment to study ways to define the threats related to the unauthorized
use of the application source code, and based on the results of the analysis, to prevent unauthorized use of the
application source code. In this paper, a system is provided using a third body to prevent and detect applications that
have been counterfeited or forged illegally and installed on Android devices. The application provides services to
existing systems that are configured with only the service server that provides users and applications general, This
paper proposes the use of a trusted third party for user registration and to verify the integrity of the application, add
an institution, and provide a safe application.
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[Table 1] Implementation

No Parameter Description
1 Hardware @ CPU : PentiumlV Inter(R) Server
Core(TM) Quad 2.66 GHz

2 |Software : Microsoft Visual Studio C# 2010 CA & SS

3 |OS : Windows 7 Enterprise K 64bit Server OS

4 |Galaxy 3 ; Version 4.1.2 User Device
Block

5 |Evaluation List unauthorized
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[Table 2] Comparative analysis of the proposed
system with existing systems

Parameter Original | Proposed
Application management X (0]
Secure Communication between Device X (0]
Strength of access control Low High
Potential of infringement reverse engineering| High Low
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