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Abstract The U-health service provides medical services with patients anytime or anywhere and is defined as the
service that combines information and communication technology with health and medical service. However, it causes
some troubles, such as the disclosure of patients’ medical information or data spills (personal information extrusion).
Moreover, it has the weak point of the security threats associated with data based on existing wire-wireless systems
because it conducts data transmission and reception through the network. Therefore, this paper suggests a safe
personal information management system by designing integrated certification schema that will help compensate for
the weaknesses of the U-health service. In the proposal, the protocols for user information, certification between
medical institution and users, data communication encryption & decryption, and user information disuse were designed
by applying the ID-Based Encryption, and analyzed such existing systems and PKI Based-based communication
process, securely and safely.
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[Fig. 1] U-Healthcare Component technologies

olF 17 & AAARE BNzl A7 Bt £
o] oz Agall et AFARE H=ske] o] o
3 o gAH] 2 FEwS A Fekr). U-Healthcare AW 2=
°] 2%+ Fig. 13 2oH2l

212 7|1ale 25

U-healthcare Service™ 74 9AFAI0Z A}
o} Fx|o)ete] 715 Bl F=we) g
SolEE, AIRE B FRhg o] A3k glrk EF
Kol 4000%ke] Hol7bHA S
AN BA 24, 3P A JARlE S thekst
ofA A E7HA &-go] HeA|aL Slrk. B3 53k
2] 9l 32, Ubiquitous computing®] 44 0.2 A8}
2t AR 9 AR AEE EA8ke] Al H A5k 4]

A FAHQ A2 gizo] st

2.1.3 U-healthStZo| MH|A ME HS QAL

U-Health A|=¥19] AR BT eHAXT A4 i

£ 98 714, AAA diFe] ey glom, FRE
% ¥ FE(TTAKKO-100464)01 4 AAEE 7} 2.229]
HePQ ARFE v 2.

U-Health User, U-Health Provider, /8719, #3

7% 5o RE UEYIY FHLAE ] AEHE
AREL nel7by ARRAREE okAsHA BEH ook
s3],

U-Health Service® 7|24 02 f-F4 U EH Y]
gk Sl ARESkaL glo] Zbzbe] thekgh U-Health
Device =58 89 A 2 711G Be}F 32 vo]Ed]
wato] AHEARIT, 7] e, &) A4 5] Hel
5 8201 TR AL A9

U-Health Service Adrmmstrator,
o 5 Azg AHgskE 49

ARG} Q1T gt 9 AR Yol AAA o He
wojof gH35].

U-Health Servicet= 924X 85 53l &
ARBT= = o] 77490 HIPAA 32 10
RIAAE Algsfokghi3].

ks
q

W%, 9|57
o AHA HEe AR

B[
rot
o

o O
)
p‘L
rlr
e

2.2 ID U—Health
19844 Adi Shamir’} 298 A2 F77) oh-2a
s Aoz AR AARRE e TANNE



U-Health2P3ol 4] QbAg AR Belg 93 B¢ AF~

a8}l wold o]% 2001 Dan Boneh, Matthew
Franklin®] Weil Pairing”7|5te] ¢t% dael5S A3t
of AAl AEA0 Wtoll A AFEE o] 3L Q). ofol] T
o 542 FNT] ASA7E AHSSEA] o e Qe

A3HE Este], Bt ok 45 Al=Rle] HFo] Tk
g Rcke Aol 9tk ID Based Encryption Bilinear

mapelghal Bl 4 F2E 48351 Id-based?
o
A

ERlar QA e X9Jr a-e % &1 o= a9 e 2+
AAS E7bs stk §74¢] Sl Pairing7]9he] s}
W21 e Fig. 29 2tie]

Sender Receiver

Message Send

Em)+R- P

[Fig. 2] Weil Paring Encryption System

S e P—‘:— /ﬂlﬂoﬂﬁ 7;]]}\]—6]' g}o]u:] T He(ezvu —E_
AZe A A ghoz T %ALO]D}.

k= Pair(r « ID s+ P) (2)

Receiver,

ofy

0|2 sg3to] WA mE 58 & Receivers 7l
S % p.peh WAAE $A% A9l 3
5+ Dy & AHE3] B33 B,

k= Puir(s + DDy, .7 + P) 3

3. Mot ZRES

3.1 BTN g

/1% Uhedth®3141 29191854 Ap4S nekst

T B ERAE AE AN welE I F
27)0kg AT AR, A% Aulz AT,

55714, SJRslHoR FHH Yom, A 5

F AHgAS] A

3867

AR R/ BOR A F o|muolA] Kle] £
3} o =

A} slsIe 2919 AGLE A

9}395} F1g 38 U- Healthﬂﬁ‘?ﬂ’\i Aerst B3 AF
2~7|mfe] Aol

|_service User ]

[Fig. 3] Configuration of integrated authentication
scheme in U-health environment proposed

in this paper
3.2 MM Z2EE
¥R Ashe B3 527l ZRES
2% ID Based Encryption”|RFo.2 ¢F- 5385 43
3 glon), 55, 9%, B4, V] TREZA A4
Hojx 1 9l ofoli= Table 14Jr 2

[Table 11 Abbreviation

SU Service User

M Medical Institution

MIC Registration Agency

RA Authentication Service Provider
ASP Service User's ID

SUp—; Service User's ID

PAD Padding Value

ASPy ASP's Parameter

RAy RA's Parameter

RRN Resident Registration Number
EN Examination Number

Cert MI's Generate Certification Value
Xp Entity's Random value

Uy Medical Institution Number
SUp_; Service User's Registration Value
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[Table 2] Analysis of the safety of the proposed
system with the existing system

Proposed System Exist System
Personal information
management of the Support No Support
user side
Data Encryption ID-Base Encryption PKI
Rights management . .
mechanism Support No Support
Identification of user
. S S
provided upport upport
Mutual Certificate Value PKI, RRN
authentication
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[Table 3] Stability analysis of the proposed system
with the existing system

Proposed PKI Based Exist
System System System
Confidentiality (0] O O
Integrity () [0) (6]
Authentication 0} O (6]
Non-repudiation (0] O
Unauthorized access (0} O
Personal Information 0
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