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Abstract  Digital watermarking for digital image authentication and integrity schemes are based on fragile
watermarking and can detect any modifications in a watermark embedded image by comparing the embedded
watermark with the regenerated watermark. Therefore, the digital watermark for image authentication and integrity
should be erased easily when the image is changed by digital image processing, such as scaling or filtering etc. This
paper proposes an effective tamper detection scheme for digital images. In the proposed scheme, the original image
was divided into many non-overlapping 2x2 blocks. The digital watermark was divided into two LSB of each block
and the image distortion was imperceptible to the human eye. The watermark extraction process can be used to
determine if the watermarked image has been tampered. The experimental results successfully revealed the

effectiveness of the proposed scheme.

Key Words : Fragile Watermarking, Spatial Domain, Tamper Detection
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[Fig. 1] 2x2 blocks of original image
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[Fig. 4] The image used for an experiment
(a) AIRPLANE (b) AIRFIELD
(c) CAMERA  (d) HOUSE

(b)

(d)

[Fig. 5] Tampered image and tamper detection result
(a), (c) Tampered image
(b), (d) Tamper detection result
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[Fig. 6] Tampered image and tamper detection result
(a), (c) Tampered image
(b), (d) Tamper detection result

(d)

[Fig. 7] Tampered image and tamper detection result
(a), (c) Tampered image
(b), (d) Tamper detection result

(b)

© (@
[Fig. 8] Tampered image and tamper detection result
(a), (¢) Tampered image
(b), (d) Tamper detection result
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