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Study of The Abnormmal Traffic Detection Technique Using Forecasting
Model Based Trend Model
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Abstract Recently, Distributed Denial of Service (DDoS) attacks, such as spreading malicious code, cyber-terrorism,
have occurred in government agencies, the press and the financial sector. DDoS attacks are the simplest Internet-based
infringement attacks techniques that have fatal consequences. DDoS attacks have caused bandwidth consumption at
the network layer. These attacks are difficult to detect defend against because the attack packets are not significantly
different from normal traffic. Abnormal traffic is threatening the stability of the network. Therefore, the abnormal
traffic by generating indications will need to be detected in advance. This study examined the abnormal traffic

detection technique using a forecasting model-based trend model.
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[Fig. 2] The Result of forecast model Measurement
Based Trend model
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[Table 1] Anomaly Traffic Type

Anomaly Type Anomaly Description

Misuse (HostScan) Too many connecting to target host

Misuse (TCPFlood) Send many TCP packets to target host

Misuse (UDPFlood) Send many UDP packets to target host

Too many sending ICMP echo request

Misuse (ICMPFlood) to broadcast

Misuse

(TCPSYNFlood) Too many sending sync packets

Misuse (NetworkScan) |Network Scanning

Profile (HighBps) bps for pattern case

Profile (HighPps) pps for pattern case

Profile (Port) Port Profile case

Profile (As) As Profile case

Jump (TrafficPort) Application Port case

Jump (TrafficBps) bps case

Jump (TrafficPps) pps case
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[Fig. 7] The case of Detection using trend model
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[Table 2] Wavelet, Exponential Smoothing, Trend
Model Comparison

Comparison item Wavelet | Exponential Irend
Smoothing Model
real time detection low high high
Factor per cycle reflects . . .
changes in repetitive high high middle
Traffic on a particular . .
1 high
day can be processed middle oW €
Provides detailed
analysis of abnormal high middle high

traffic detection

Distortion caused by
abnormal traffic - low high
protection model

Normalized through

self-learning model

Minimize false positives

- low high

middle low middle
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