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A Study on Dental Hygienist' Knowledge, Awareness and Performance
of Patient's Personal Information Protection
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Abstract This study intended to identify dental hygienists' knowledge and extent of awareness and performance of
patient's personal information protection. In addition, this research was conducted to contribute to medical centers'
preparation of measures to strengthen the personal information protection by identifying the factors affecting dental
hygienists' extent of performance related to the patient's personal information protection.

After explaining the purpose and meaning of the research to the survey participants and gaining their consent, a
self-administered survey was conducted from November 7, 2014 to June 30, 2015. The data on 210 dental hygienists
in Busan city and Gyeongsangnam-do province was used for analysis. As a result, in dental hygienists with more
than 10 years experience, the extent of the performance was significantly high (p<.05). In positions higher than a
senior manager, the extent of knowledge was high (p<.01) and the extent of performance was significantly high
(p<.05). In hospitals with more than 10 to 20 workers, the extent of awareness was significantly high (p<.05).
Regarding the correlation of knowledge and the extent of awareness and performance, a high level of knowledge
showed a positive correlation of the extent of awareness and performance (p<.01). As a result of a survey regarding
what effects dental hygienists' knowledge and extent of awareness of patient's personal information protection have
on dental hygienists' extent of performance, it was found that knowledge (.231) and the extent of awareness (.212)
are factors affecting the extent of performance. Therefore, to increase the extent of dental hygienists' performance of
patient's personal information protection, there is a need to improve the knowledge of patient's personal information
protection and change its awareness. To change the awareness of patient's personal information protection, there is
a serious need to carry out education targeting dental hygienists.
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Table 1. Reliability Analysis

Number of Items

Cronbach's a

Knowledge 12 0.694
Awareness 17 0.716
Performance 17 0.655

24 XI2EM

B A1) 7% 28 IBM SPSS Statistics 22.0
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Table 2. General characteristics

N %
3-year 175 83.3
Academic Level
4-year 35 16.7
<5 105 50.0
Career 5~10 90 429
=10 15 7.1

419

Medical office staff 162
20
28
148
30
32

171

71.1
9.5
133
70.5
14.3
152
81.4
18.6
100.0

Position Team manager
Higher than senior manager
<10
10~20

=20

The Number
of Workers

Type Dental clinic

of Medical Center Dental hospital

All 210

3.2 MQIHEH SO CHSE X[A

ANA R B F 3k X7 ALl 2| AS
= [Table 313 2tk X249 32 Ay 484 o|H,
BoAGdE 27.128 08 Yesta, 4807 A A
226 05 YEpgth X B9I8AR] QIR E S0
& AAelA 7P e e dehle 35S
BAZAE AR FEHASS
A3} o]uﬂm ol o2 A4 9l

ZA

b 2

)
ﬂ%
_9‘_‘
_?L
- oo
HU
N
%
Zi
0
frtl
T
. o og
T
i

o 04"”41%%’/]7]7](cctv
BEA7L A ob=
= 2,594, “7)¢l Xﬁ
FHsoF atar F7HARl Ll
HFAe] §ol S Wolop gtk 2.5479) o R
T7b =A Yepeh vhde) 71 vk
“TNAFEA AR AAGR] A %l%
171 sl AMAGRFFA A A 1471240
AAste] ok g 1,917, “71917
A2lel Tt JF-E FL3A YA A
A5 AAstolof gk 1.94%, “7i<l
Agk glo] T Abgol 01%3}5; A8

k=)
CEEE EY eﬂ—;._@,

o oxl oxl

rlo
o

ol
o
e
fo
LT e

BZ
?
>

M' ox Mo
@

9l
<)

_lz’

J
R
3L

4 o2 R oo

4

iPod
33!

g9, A
d olate]
1944 &

8}
zZ, FE A5
! °] 0}«] HEo] Agrp

rE

e
ow

3.3 7H?J*"EES>_01| EH?_ ?_&.E
ZA3}= [Table 419} 2t} 214
H, & AFelA = 53.64 22 e
Al 316702 LERsTR A 9] AL 7H° An
3k A=A 7 =2 g dehle 352 ‘ii
AR mok AfAor Bde] gl MY il Bt 2



S| Eesl=EA) ATd A2E, 2016

Table 3. Knowledge of Patient's Personal Information Protection

N Mean SD

01. In the presence of the related provisions in Medical Act, medical centers shall apply the Act primarily and, in the absence of 210 217 757
them, apply Personal Information Protection Act. ' '

02. The collection personal information shall be limited to the minimum amount of essential information and the collection of additional
. . . . . . 210 254 612
information shall be subject to the consent of the subject of the information.

03. Personal information collected and retained by a personal information processor shall not be provided for a third party or used

210 244 718

for purposes other than those for which it was collected, except with an additional consent of the subject of the information

04. In cases where the subject of the information intends to become a member via internet homepage, a personal information processor
shall provide the subject with a method to become a member without using ID number (i-pin, authentication certificate, etc).

210 226 .893

0

Iy

loss, theft, leakage, alteration or corruption.

. A personal information processor shall take technological and physical measures necessary to prevent personal information from

210 228 714

06.

X

A personal information processor shall establish personal information processing policies about matters specified by the Act such

as processing propose, item, retention period, etc about all personal information file and disclose them on homepage or in a 210 1.99 827

workplace.

0

~

information processing.

A personal information processor shall designate a personal information processing staff to take overall responsibility for personal

210 1.93 .836

0

=

handling of personal information.

. A personal information processor shall provide personal information handlers with periodical education necessary to ensure proper

210 191 .796

0

X

In cases where personal information becomes unnecessary as its retention period expires or its processing purpose is achieved,

210 240 .802

a personal information processor shall destroy the personal information without delay.

10. In cases where a personal information processor becomes aware that personal information has leaked out, he/she shall notify the
relevant subject of information without delay in writing or via phone, email, etc.

210 2.68 918

. A person who intends to install image data processing equipment (CCTV, etc) in a open place shall install a guideboard so that

the subject of information can readily recognize such equipment.

210 2.59 .867

12. A person who reveals personal information, provides any third person with such information without due authority, or corrupts,
destroys, alters, fabricates or leaks the information shall be punished by imprisonment for not more than five years or by a fine 210 1.94 911

not exceeding 50 million won.

Total(27.12+4.15)
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Table 4, Awareness of Patient's Personal Information Protection

N Mean SD

01. In the presence of the related provisions in Medical Act, medical centers shall apply the Act primarily and, in

. . 210 276  .847
the absence of them, apply Personal Information Protection Act.

02. The collection personal information shall be limited to the minimum amount of essential information and the

collection of additional information shall be subject to the consent of the subject of the information. 210 298 864

03. Personal information collected and retained by a personal information processor shall not be provided for a third
party or used for purposes other than those for which it was collected, except with an additional consent of the 210 312 739
subject of the information

04. In cases where the subject of the information intends to become a member via internet homepage, a personal
information processor shall provide the subject with a method to become a member without using ID number 210 324 671
(i-pin, authentication certificate, etc).

05. A personal information processor shall take technological and physical measures necessary to prevent personal

. . . . 210 3.14 794
information from loss, theft, leakage, alteration or corruption.

06. A personal information processor shall establish personal information processing policies about matters specified
by the Act such as processing propose, item, retention period, etc about all personal information file and 210 318 784
disclose them on homepage or in a workplace.

07. A personal information processor shall designate a personal information processing staff to take overall

o . . . 210 318  .753
responsibility for personal information processing.

08. A personal information processor shall provide personal information handlers with periodical education necessary

to ensure proper handling of personal information. 210321 .69

09. In cases where personal information becomes unnecessary as its retention period expires or its processing

. . . . . . . 210  3.08 .781
purpose is achieved, a personal information processor shall destroy the personal information without delay.

10. In cases where a personal information processor becomes aware that personal information has leaked out, he/she

shall notify the relevant subject of information without delay in writing or via phone, emalil, etc. 210 320742

11. A person who intends to install image data processing equipment (CCTV, etc) in a open place shall install a

guideboard so that the subject of information can readily recognize such equipment. 210 320786

12. A person who reveals personal information, provides any third person with such information without due
authority, or corrupts, destroys, alters, fabricates or leaks the information shall be punished by imprisonment for 210 3.30 672
not more than five years or by a fine not exceeding 50 million won.

13. Don't provide patient information over phone for a person having no relationship with patient treatment. 210 327 11

14. In being requested to confirm medical information by a person over phone, dont' provide the information

because it is impossible to confirm the identity of the person over phone. 210 320775

15. Don't provide a patient's personal information for a third person without the patient's consent. 210 330  .706

16. In providing the information about examination result for a patient, keep other patients, guardian, irrelevant
. .o 210 3.09 730
medical staffs, etc. from hearing it.

17. In being requested to limit the disclosure of the information about medical examination or medical fee by a

. . . . . . . 210 319 727
patient, implement the patient's information protection accordingly.

Total(53.64+5.44) 3.16 .32

Table 5. Performance about Patient's Personal Information Protection

N Mean SD

01. Be sure to log out after use of medical information system 210 1.92 872
02. In leaving the seat, activate screen saver to protect information system and data from unauthorized access 210 2.11 960
03. Make medical records accessible to the minimum number of medical staff only directly involved in patient care. 210 2.64 795
04. Don't refer to medical information about colleagues or acquaintances other than for the purpose of duties. 210 2.09 .843

05. In destroying the outputs of personal information, destroy them with a paper shredder to prevent the personal

information from being recovered and recycled. 210 232 923

06. Deploy security patch periodically including virus check for business PC. 210 2.71 .895
07. Keep outputs or documents including personal information in a place with locking devices. 210 2.06 1.020
08. In using data including personal information for education or research, use anonymized data. 210 2.93 736
09. Health care workers shall receive education about personal information protection periodically. 210 1.48 .628
10. Don't have a conversation related to patients in the hallway. 210 1.95 .802
11. Don't have a conversation with staffs about patient information in the presence of patients. 210 1.75 .835

12. In being requested to provide information by staffs of other divisions not having direct relationship with

patient treatment, don't provide the information for them. 210 2.60 908

13. Don't provide patient information over phone for a person having no relationship with patient treatment. 210 2.94 921

14. In being requested to confirm medical information by a person over phone, dont' provide the information

Lo . I 210 1.56 .841
because it is impossible to confirm the identity of the person over phone.

15. Don't provide a patient's personal information for a third person without the patient's consent. 210 2.89 903

16. In providing the information about examination result for a patient, keep other patients, guardian, irrelevant

medical staffs, etc. from hearing it. 210 1.60 825

17. In being requested to limit the disclosure of the information about medical examination or medical fee by a

. . . . . . . 210 2.80 816
patient, implement the patient's information protection accordingly.

Total(38.36+5.12) 2.26 .30
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Table 6. Differences of Knowledge, Awareness and Performance according to General characteristics

N Knowledge tor F Awareness tor F Performance tor F
Mean _SD = " ? "Mean sp_ " ? "Mean sp " i
. 3-year 175 27.11 406 5390 523 3846 527
Academic Level 4-year 35 2717 466 -074 941 234 634 1.547 .123 3783 434 668 505
< 1052730 3.96 5353549 3889 5.38AB
Career 5~10 90 2659 371 2524 083 5376 479 040 961 3732 46lA 4326 014"
=10 15 2907 689 53.67 847 4087 5.11B
Med';?;f:fﬁce 162 2682 3.78A 5325 513 3822 4.85AB
Position Team manager 20 2625 3.08A 5702 0047 5430 4.05 2028 .134 3650 5.62A 3.838 .023
Higher than 28 2950 5.87B 5539  7.52 4046 581B
senior manager
The Number of <10 1482672 3.60 5397 4.85AB 3823456
Work 10~20 30 2813 523 2450 089 5440 4.68B 3.418 .035 37.63 486 1329 267
orkers >20 32 2806 5.16 5138 7.82A 39.63 737
Type of Dental clinic 1717 27,01 3.97 5398483 3820458
Medical Center  Dental hospital 39 2764 491 SOl 390 5yq3 g4 18IS g5 gy 693 492
"p<.05, "p<.01
by t-test, ANOVA Tukey HSD A,B
3.5 AHt™ EMo| M2 JHA™EESH e o3 Aol e Ao Yehyth A9e 154 25
X|Al QIAlE 9l AIMEO| }O (M=38.22), W(M=36.50), 2g]’d(M=40.46) 3l
. e - y ~ ] ‘
oJukd Exjo] W2 Aol R R 5o tek xupggar  TrelR A7k ATHE=3.838, p=.023). F7HE AR
o] A4, QlAE W AHL] FolE A A= Ag A A, A% ol ek ' Fetu FA
- Z o O o] = 1 — Al
[Table 6] 2T}, Aubd 54 F A9 HOIAREE go g FostA =4 Jebdthp=.022). 28 Aad
o] Ao tiate] H:A  ~E(M=26.82), ©F 28 o 2= frolgh 2fol 7t fiieh 2o e
(M=26.25), 2301 4(M=29.50) 2ol el Aolrk g SH W B AW Aol el Aol Gl Ao
- - - 1)
QATHF=5.702, p=004). 7} AFHA S AN G Az, = HEHY
A7 o]l A Az 2¥(p=.004)2 D @=.019)
Brp AR S X|ajo] FAHOR FoaHA EA 3.6 JHQIMEEHSO| X4, QMg 3 MME
12577 4= A 2 LB = Bt ) R i e o R el Akt A|
zto] 7} AT MARREE ] A2, AN ¥ AHE FAdAE
MJAARE S QAT djgte] dnby EA & & ZAMSE A3& [Table 713 2t} AJIARRE S #s
TAEE 10% WK M=53.97), 10~20%8(M=54.40), A4 1Ak el A ARATE Sl Ao o
20 o] (M=51.38) ztell F% Ael7b AT ERKr=288, p<.001) AHo] H&FE AAE EThL
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Table 7. Correlation of Knowledge, Awareness and

Performance
Knowledge Awareness Performance
Knowledge
Awareness 288"
Performance 303" 2717

"p<.01
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