2025 @d=ader)Eets] A dEdEeEdy

Hhd A oluxE &43 I E IA FF 7E

7]1.0.2]*
H1 ",

b5 skgteofehel wubatskel Alo]u) A Bat)
el Sl oot St Aloln e Fety) ms

e—mail:younghocho@korea.kr

2B (AR

A Novel SNS Phishing Attack using Adversarial Phishing
Image in KakaoTalk

Eunjin Kim", Youngho Cho™
"Master’s Course, Dept. of Cyber Security and Computer Engineering,
Korea National Defense University
“Professor, Dept. of Cyber Security and Computer Engineering,
Korea National Defense University

o o]:

SNS AEgellA ds AlEE 7o T_:Lﬂzq Bﬁl'e— 3= 5 )4 34 (Phishing Attack)o] 1%3}E]o] ja)E o4kel7]7}
o}, olof| uje} 51%4 I gS7THE Al 7168 E83slo] 1) WAXE sk 9o, Tes] 31 9AEE g3}
= Zlo] FE& o]FaL 9lom 34 E—*J*Egr ]U]XVP AgkE gelo] T4 18 F 3 A Zr) & =iEol 4= SNS wxIA o)
A 731}7} *gﬁﬁ? 7‘4111114 1]/ o|n] %] (Adversarial Phishing Image)& &3t | £ SNS A &2 7|HS A7fsh
AP A SNS WA 717E.Eel| e 174 T4 o] 5L vfai el wpe} 97d& f=sle oM ¥2EE
oA = ”}”01 AL 7VsAdl TSI Ao, 7]*«] o] o] of #d(Deep Learning)-& -85t O]UIXMW
OCR(Optical Character Recognition) U‘“i HAEES F531 3 94 9AES 7|51 752 skl 713k,
A4 o)A (Adversarial Examples) 71%8< 7‘”’“’} X*‘ZHZq 2 o|u|AE Al ] FAES s AP 97
Bl AEZ oA ojn]o] el BIAER OolAsheE 2As 0] Wolndle] BAE 03] 71Sse o] AlRe 54 240
A gse

1. A& HAA7E 5178 BRI 0] o s z%fsﬂ[z]. AT A1F
7%— e o] BEle] QFe} £5-S oprlshE AulA of
Z <+ SNS(Social Network Service)E 7]Wko 2 3k AA|7k Al(Adversarial Examples) &l FeFtrH3]. wepr] 5244t
ARUAo| o] YA UA, o]Z o}83 SNS 34 (Social /T EEREE et HuhA ek M8 S oS e
Network Service Phishing)©] H53FaL ATH1]. o]&= AREAL & HPpAE AER BT 71 el Ve RE ded 7 Sk
7ke] N2|E 7]uko R SNS $el A FARp} SlaiRle] 121e = ATE ofefRt AR e e SRS SRle] A3,
AHEe] 23 9 QAR 43 59 B o7 AL 53 Ao Al 71 &-8sto] AAE oW x)7F OCR 71Rke]
3ol 1 a7} Alzkei OJA| 2ol A oA HAIX] 7} opd kA WA R Q1A]E S A
SNS S ANZEO 2 BIAE ook o|n]x] SEo] 2 Al A)a] 17 o] (Adversarial Phishing Image)& A|9F
Hl=2 E3) AL&A7E AR Ado] WA o]Fo| ) e} 7] sk}, Al OCR Al2=8l(Tesseract) ¥} t3E24Q1 SNS 717195
29 9 BAVNES R BeE oR Bagee v) S WO @ 2ARG FH AW A olrE s
2 WA o)A Feje Aol A4S Ak oljeh2). el AT OCR 71 919 B wRlE apow Ssjee] Had
4] T2 AL8EE 7L s 2B 5 SNS AAe] 94 I3 FA0] TFe e AT ST
& Baks Alglo] EQIEo] Q1A glot o2 okga 74 v) OFF imEe] TS v A, 2o ARl ot 413
T Fopsie. 72 27NBkL, 3O A 3y olul ) g7 B
712 SNS ¥4 g mae Z= wAleY(Machine A AU E AR el A7) 71E A Als
Leaming, ML) 7] 928 85 2l Shgajol vieg) 4 W8 FESREAS ARohl 1 S Rt vhRo R 5

,88,



2.1 SNS 3] (Social Network Service Phishing)
SNS I wxIA] 7]Hke] A2 AAIE k83| AFEALE 0]

U3 A ARl 3 AS wepH(1], AEH o2 vkt JEl2
HEstE o] AAMA L Fal7) FolA] il itk
2.1.1 §2EE 883 SNS 14 &7

2 sl ol X(EPIED S} 2 SNSHA 4 A1
o] 714N E gsaid 2|1ew e, ALeAlel

& kb Vb2 Aste] 7 el oFEsHe obd
i

g FYRES fEshs 349 AEAQ 9 FHolt,

J
- hEY
dat T2 BEA U5E Qo A5 oulx 23

2.2 SNS ¥/ wo] 7]

2.2.1 92E &7 7Id 94 &4 &4

AP (ML) S 286t] T2 3)de] ARSI = dolut 3
S EF 9 HIAE B RS B8sio] Bxske 7ol
HEA ©F Yoo 2] Text—CNN 7[5k #7¢ &7 welat
TRl o] Heke AR A5 MRS F8 SNS IS A
ARro R FAshs AlElS ARttt

[0

2.2.2 OCR 7|4+ Hoj

st 2} ¢12(Optical Character Recognition, OCR)-&
AL ow|A] o] §IAEE QlAsle] XY gl ~ER WHEks)
= 7lsolth H Held Bdo] AEHHA QA Eo] thE 3
/ggo%ou:] _,«/\1_/] s AW F= E-]]/\E EE' 71 7AH g]ﬂq,
£ NLP(Natural Language Processmg) o] =)Ao Ao HA
2] A 5 AN TdsiAl AREE AL vk

A0 Ma 5[4]2 OCRS &85l ofn|#|of|A] HAE

1) AP~ AFUE], 20208 19 28<, https://rl.community.samsung.comy

,89,

2.3 OCR 714t wofoll digh A4 oA 54

A4 o)A ((Adversarial Example)[4]+ o]r|#] 9} 7+
= glogel] mlAlg o] Z(perturbation) & F7Fste] MAled
E_HEIO] o= Eo]_ci ZX]—E] }\ﬂ-‘-’- 0 v/]ulﬁh:]_

]2 283 Song 5[5] OCR ol thal] v A5k wet
F7Fste] wol o] A4 olm|A & Ak HAPEE

o] AFg-¥+= CTC(Connectionist Temporal Classification)
SRR )7t vl del = oiAIQ1A = AL
Chen F[6] GI2~E olw]|xjo| LJEnt= Feje] 7|atet4] sed
< Yste] OCR A|2=819] Q14 O7E friedhs whe A4
SAE Attt

| This is one of the funniest movies | have ever seen. This,|
in my opinion; is Rob Lowe at his.best. I'm not quite sure,

o
rio,

Target output: This is one of the scariest
movies | have ever seen. This, in my opinion,
is Rob Lowe at his worst . 'm not quite sure
why this film ha: a g
guess you either love . but i
nothing else, iti sno:aer ielyworlna rental.

\why this film has gotten sueh alow'rating. | guess you
either love it or hatelit, but if nothing else, jitiis
definitely worth a'rental.
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dlo] @ B-F(song honey)E L3t}

Input text
(Phishing msg)

OCR Output text

Adversarial Phishing Image (API) (Benign msg)

clean image | Perturbation result
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I can't call right now

I'll call you soon using my

friend's phone. =
2% 1:07

7 lmage

Mom, send money quickly.
I lost my wallet earlier.

I can't call right now >
I'll call you soon using my
friend's phone.

lo= 1:09
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« MSE(Mean Square Error): 2#19} &% gke] 2ol & H7}
Sh= A|3EolaL Fho] 5 W o=t I eS ofv|
5t 0.01 o]l A5 Ak el Belvkal skt

* SSIM(Structural Similarity Index Map): AFo] A7+ &
AREE 7Fek= A3olaL, - on|A9] Al 27} 19 7
7ThETE frAFsH

» PSNR(Peak Signal—to—Noise Ratio)' ojn)z| 9] F4& 7}
Sh= AFo|aL, Flo] oS EAS Ynfdith dukkow
30dB o) ’gold A &4 %ib IFAE s, 20dB o
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OCR Confidence| 96—75(Vv21) 96—37(759)

MSE 0.0109 0.0120
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PSNR 19.6 19.2

[ 2]9] AthA 9 on|x] A5H 7= send 7]_1_%_0 T,b_’_@]
Z&E}. A, OCR 2121243} send”} song©. 2 &3 %032 OCR
Confidence= Ed ©|v|Z|(send) & 969] =& FH|=2 2
ElasiN ZqEHZq o] (song)= 759] AR S7 o]w]A] EHH] 21
FdEN 218k 27t gk Fale] AetE o mE OCR 53]
I ’\o%@i‘:}ﬂ adad = 9l

=4, MSEZ} 0.010)40| 22 A}EP ol B Aol wo]=

2

,91,

7F AL EASS HolFTt

AA, SSIML- 10 71749) A 23 o=
19.6dB= 93] W A=, iAo
ol 7l onghet SSIM} ]
A A 5LS A)AFSHC]

= frAFsEARE PSNRO
SR ouAo] B &
1.0

wle o o] gk 249

=

5. 22 9 &

[¢]

SEE

A
o

B ol EAE 91 olul s A ] 78S B
ool 77195 WRIAIA 8 7t el 313 ol 48
E3] OCR 7]9hke] 94 B A ~B1S Jad oz 93] 71
3 itk o], AE AuiE 94 olulAe] F4 Sio]
= F7b) wo|27h Sob0 A P5d SO AT
o] 919l
K qpollals Al 31 oln A HofolA] 71 o
Jol 443 ol £ Ashow A4sh 4o
A ol A4 LaelES Eal 34 ATES Bolw,

j=aE=1
Q14 ALE $8ak ARE 34 A7 AFolt)

o

o

I )
Ja

E|&

g

(1] FAFF, “2F SNS 9l el B ARIREATS 53 thfel] 3t <A
T ST Al 149 43, pp. 103-116, 14, 2018,

[2] Yoo, J., & Cho, Y., “ICSA: Intelligent chatbot security
assistant using Text—CNN and multi—phase real—time
defense against SNS phishing attacks,” Expert
Systems with Applications, Vol. 207, 2022.

[3] Szegedy, C et al,
networks,” arXiv preprint arXiv:1312.6199, 2013.

[4] Ma, Wet al., “Detecting Image Based Spam Email”, Advances
in Hybrid Information Technology(ICHIT) . Lecture Notes in
Computer Science, Vol. 4413. Springer, 2006.

[5] Song, C et al., "Fooling OCR systems with adversarial
text images." arXiv preprint arXiv:1802.05385, 2018.

[6] Chen, L et al., “FAWA: Fast Adversarial Watermark
Attack on Optical Character Recognition (OCR)

Systems,”

“Intriguing properties of neural

Machine Learning and Knowledge
Discovery in Databases, Lecture Notes in Computer
Science Vol. 12459. Springer, 2021.

[7] Smith, R., “An overview of the Tesseract OCR engine,” In
Ninth international conference on document analysis
and recognition, Vol. 2, pp. 629—633. IEEE, 2007.

[8] Yujian, L., & Bo, L., “A normalized Levenshtein distance
metric,” [EEE transactions on pattern analysis and
machine intelligence, 29(6), pp.1091—1095., 2007.



